LHEHTPAJIbHBI BAHK POCCUMCKOM ®EJEPALINU
(BAHK POCCUU)

MeToauveckue peKOMEHAALUMH 110 BHINOJHEHUIO KPeAUTHBIMU
U HEKPeIUTHBIMU (PUHAHCOBBIMH OPTraHU3ALUAMHU MEPONPUATHI
10 o0ecreYeHnI0 0e30IMACHOCTH KPUTHYECKOH HH(OPMALMOHHOH
uHpacTpykTypsl Poccuiickoit @eepanu B 4acTH
uHopmupoBanus ¢eaepajbHOIO OPraHa UCMOJIHUTEIbLHOU BJIACTH,
YIIOJTHOMOYEHHOI'0 B 00J1acTH o0ecnieyeHus] GyHKIMOHMPOBAHUS
roCy1apCTBEHHOI CUCTeMbl 00HAPYKEHHUs, NPeynpe:KIeHus
U JIMKBUAALUM NOCJIeICTBUI KOMIILIOTEPHBIX aTaK
Ha uHopManuoHHbIe pecypcbl Poccuiickoit @enepaumu,
0 KOMIIBIOTEPHbIX HHIUIEHTAX, Pe3yJbTaTaX MepoONpPUATUHI
110 PEarupoOBAHUIO HA HUX U NPUHATHH MepP M0 JUKBHIALMHU
MOCJIEACTBHI KOMIBIOTEPHBIX aTaK

26.10.2023 Ne  14-MP

1. Hactosmue MeTroaudeckue peKOMEHIAIMU pa3paOOTaHbl C IIEJIbIO
peanu3zanuu ctaten 57.5-2 u 76.4-4 denepansHoro 3akona ot 10 utosisg 2002 rona
Ne 86-D3 «O Ilentpansuom 6anke Poccuiickoit @enepannu (banke Poccum)y,
Ha OCHOBaHMM KOTOpbIX bank Poccun opranusyer BBINOIHEHUE KPEIUTHBIMU
U HEKPEeIUTHBIMU (UHAHCOBBIMU OpraHu3alMsIMHU (Jajnee — (PUHAHCOBBIC
OpraHu3allii) MEPOIPUSATUN MO obecrneyeHuto Oe30MaCHOCTH KPUTHYECKOM
uHpopmarmonHor uHppacTpykTypel Poccmiickoit ®enmeparmuu B 4acTw
uH(pOpMHUpOBaHHUS  (enepaTbHOr0  OpraHa  WCIOJHUTENIbHOM  BJIACTH,
YIOJHOMOYEHHOT'O B o0racTH oOecrieyeHust (byHKUIHOHUPOBAHUS
rOCyJIapCTBEHHOW CHUCTEMBbI OOHApYKEHUS, MPEAYNPEKIACHUS U JTUKBUIALMNH
MOCJICJICTBUN KOMITBIOTEPHBIX aTak Ha WH(OpPMAIMOHHBIE pecypchl Poccuiickoit
®denepanuy, O KOMIBIOTEpHBIX HHIUAEHTaX (nmainee — KU), pesynbraTax
MEpPONPUATUNA MO PEArMPOBAHMI0 HA HUX W MPUHATHM MEp MO JUKBUIALHUH
MOCJIEACTBUA KOMIBIOTEpHBIX aTtak (manee — KA) B cooTBeTcTBUH
¢ @enepanbHbIM 3aK0OHOM OT 26 nrosig 2017 roma Ne 187-d3 «O 6e3onacHOCTH
KpUTHYECKON HH(popManmoHHoi HHppacTpykTypsl Poccuiickoit denepanum»
(manee — denepanbublii 3ak0H Ne 187-D3) u npuHUMaeMbIMH B COOTBETCTBUH

C HUM HOPMATUBHBIMH IIPABOBBIMHU dAKTaMH.



2

2. C vyuerom w™muenus @DPCBb Poccum BO3MOXHBIM  CIOCOOOM
unpopmupoBanus @OCBb Poccum o KU, pesynpraTax MepomnpusTuit
[0 PEarupoBaHUIO HA HUX U NPHUHITUU MEp MO JMKBUJAUMU nocieacTBuil KA
ABJIIETCSl Tepelada COOTBETCTBYIOIIEe wuHpopmanuu B bank Poccum
C UCIIOJI30BAaHWEM TEXHUYECKOW uHPpacTpykTypbl banka Poccum —
ABTOMAaTHU3UpOBAHHON cucTeMbl 00paboTku uHIMAEHTOB PuHIIEPT banka
Poccuu (manee — ACOU ®uullEPT)! ¢ nocneayromum HanpasieHueM baHkom
Poccun monmyuennoi nadopmanuu B HarmonaabHbIN KOOPIUHAIIMOHHBINA IIEHTP
no KommbloTepHbIM uHIUAeHTaM (nanee — HKIOKHM) B coorBeTcTBUH
c onpenenenubiMu  HKIIKM dopmaTtamMmu ¢ HCHOJIB30BAHHEM TEXHUYECKOU
uHppactpykrypsl HKIIKHU.

ACOU @unllEPT wMoxer wucnoib3oBaThCs s HHPOPMUPOBAHUS
®Cbhb Poccun o BeusiBasieMbix KA w KW Ha 00bekTax KpUTHYECKOU
MH(OPMAIMOHHOW HHPPACTPYKTYpbl (DUHAHCOBBIX OpPraHU3ALMM, pe3yJbTaTax
MEPOTPUATUNA 10 PearupoBaHUI0O HAa HUX M MPUHATHM MEpP MO JUKBUAALMH
nocneactsuii KA B OTHoOmIEHMHM HHPOPMAIMOHHBIX PECYPCOB (PUHAHCOBBIX
OpraHM3aIlyii, a Takke JJIs MOJy4eHUs MHPOopManuu 00 aKTyallbHBIX YIpo3ax
0e30MacHOCTH M HEOOXOJIMMBIX MEpax IO MPOTHUBOJAEHCTBUIO UM, CPEACTBaX
u crnocobax mnposeaeHus KA, meromax ux oOHapyXeHHs, MPeayNpeXICHUS
Y NIPOTUBOJCUCTBUSA UM, a Takxke o0 npuzHakax KU.

3. Jna HampaBleHHs W TOJNyYeHUs HWHOOpPMALUK, YyKa3aHHOU
B IyHKT€ 2 HacTosSIMX MEeTOAUYecKuX pPEeKOMEHAALMM, I[OCPEACTBOM
ACON ®unllEPT pexomennyem (HUHAHCOBBIM OpraHM3allUsIM HaIPaBUTh
B bank Poccum u HKIKW wundopmamuio o COOTBETCTBYIOIIEM COTJAcHH,
B CJIy4ae eciH paHee HH(popMaIus 0 COrJIacuu He HaIlpaBJsIach.

4. B uensx KoppekTHO 00paboTku nHpopmanuu Ha cropone HKIIKU,
HaIpaBJIeHUs ¥ MOJy4YeHUs MH(pOpMAIMU, YKa3aHHOW B MyHKTE 2 HACTOSLIUX
Meroanueckux pekoMmenaanuii, nocpeactsom ACOUM ®OunllEPT pexomenmyem

(l)I/IHaHCOBBIM OopraHu3anusM CBOCBPCMCHHO AKTYyaJIu3npoOBaTh JaHHBIC

I C marepuanamu no mnoaximoueHnto kK ACOU Ouul[EPT MOXHO O03HAKOMHTHCS IO CCBUIKE:
http://cbr.ru/StaticHtml/File/14408/ASOI_docs.zip.
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10 UCTIOJIb3yeMbIM BHEeIIHUM [P-afpecam, mporpaMMHOMY 00€CTIEYEHUIO U HHBIM
nossiM B tuuHoM kabunete ACOU @unl{EPT.

5. C uenpt0 HCHOJHEHUS (PUHAHCOBBIMU OpraHu3alUsIMU MyHKTa |
yactu 2 crateu 9 ®@enepanbHoro 3akoHa No 187-d3 nns HampaBiieHHs
uHdopMalMy, yKa3aHHOW B MyHKTe 2  HacTosmux MeToaudeckux
pexomennanuii, nocpeacteBoM ACOUM ®uullEPT pexomenayeM ¢puHaHCOBBIM
opraHuzauusM  ucnoib3oBath nepeueHb KW u KA,  yka3zaHHblii
B npwioxennn 18 k cranmapry banka Poccun CTO BP B®PBO-1.5-2023
«be3zonmacHOCTh  (UHAHCOBBIX  (OAHKOBCKHMX)  Omepanuid.  YTIpaBJICHHE
WHIMJCHTAMHU, CBSI3aHHBIMU C peaju3anueil MHGOPMAIMOHHBIX  YTpo3,
U MHUUJCHTaMU  ONEpalMoHHOW  HagexxHocth. O popMax ©  cpokax
B3aumoencTeusa banka Poccuu ¢ KpeIUTHBIMU OpraHu3auusaMu, HEKPEAUTHBIMU
(MHAHCOBBIMU OpraHU3alUsIMH U CyObEKTaMH HAIMOHAJIBHON TIUIATEXKHOM
CUCTEMBbl TPH  BBIIBICHUUM HHIMACHTOB, CBSI3aHHBIX C peaju3aluen
UHPOPMALIMOHHBIX yIpO3, U HHLUJCHTOB OINEPALMOHHON HaJEKHOCTHY,
BBEJICHHOMY B jeiicTBue npukazom banka Poccum ot 8 ¢despans 2023 roga
No O[-215, a Takke pyKOBOJCTBOBaThCA CpPOKAMU U  KPUTEPUAMHU
unpopmuposanust 0 KW u KA, ykazanueiMu B paszene 7 JaHHOTO CTaHIapTa
banka Poccun.

6. Hacrosmmne  Meroauyeckue  pEKOMEHIALMM  COTJIACOBAHBI
¢ ®Cb Poccunm u momnexar omyOnukoBanuio B «BectHuke banka Poccumy»
U pa3MelleHuio Ha odunuanbHoM caiite banka Poccun B mH(boOpManmoHHO-

TGHGKOMMYHHK&HHOHHOfI CCTHU «HHTGpHCT».

3amectutens [Ipencenarens
banka Poccun I'.A. 3ybapes



