NHcTpyKUUA M0 NOAKINYCHUIO KJIUEHTOB-HEPE3UACHTOB,
noJsb3oBaresied CIITHU k aBToMaTH3UPOBAHHOM CUCTEME
«Tpancnoprabiii nu03 banka Poccun 17151 00MeHa IJIaTeKHBIMY U

(puHaHCOBBIMHU COo00IIEHNsIME ¢ KaueHTaMu banka Poccun
(TIO KbP)»

1. O0mas undgopmaums

DNEeKTPOHHBIE COOOIICHHUS MEXKIY IMOJIb30BATEISIMHU 3JIEKTPOHHOTO oOMeHa 1 Cuctemon
nepenaun  puraHcoBeix  coobmenuit  (CIIDC) mepematorcs ¢ UCHOIB30BaHUEM
aBTOMAaTH3UPOBaHHOM cucteMsl « TpancropTHbIil nutto3 banka Poccuu s oOMeHa riaTeXxHbIMUA
1 (puHaHCOBBIMU cooOmIeHussMu ¢ kineHnTamu banka Poccun (TLL KBP)y.

[Tonknrouenne k THI KBP knuentra banka Poccun OCylIecTBISIETCS MO BBIICICHHBIM
KaHaJIaM, [TPEA0CTaBIIIEMbIM ITOCTABIIUKAMH YCIYT CBSI3U.

VPN-TyHHENb OJKEH OBITh Pa3BEPHYT K CEPBEPY AOCTyIa TECTOBOIO/TIPOMBIIIIIEHHOTO
THI KBP gna  oOecnewenuss  B3ammopeiictBuss ~APM  yuactHuka oOmMeHa ¢
TecTOBBIM/TIpoMbIIIeHHbIM cerMmenToM TII KBP.

Cisco AnyConnect ucnonb3yercst Ui pasBepTbiBaHust VPN-TyHHeNs; mporpamMmHoe
o0ecrieyeHre MOXKHO 3arpy3uTh HEMOCPEICTBEHHO C TECTOBOI'O/TIPOMBIIIICHHOTO CepBepa
nocryna THI KBP. JlonmonHuTensHO HEOOXOAMMO OOECIEUUTh CETEBYH JOCTYIHOCTH
TECTOBOTO/TIpoMbITIIIeHHOTO cepBepa it pocryna k TII KBP kimenta ¢ APM ywactHuka
oOMeHa.

Bayrpu  VPN-tynumens  nporpammubeii  mpoxyktr  (IIIT)  APM  KBP-CII®C
B3aumojeiicteyer ¢ cepsepom TIII KBP, xoTopbiii mosgydaer 3J€KTpOHHBIE COOOIIEHHUS OT
ydacTHUKa oOMeHa u nepeckuiaeT ux B CITDC.

1.1 Hacrpoiika VPN-coequnenus ¢ TII KbP

[Tocne ycranoBnenus cereBoro noakiatoueHus k T KBP uepe3 BeiaeieHHBIN KaHAT CBS3H
NOCTaBINMKa yCIyr B3 APM yudacTHMKa oOMeHa OJDKEeH MMETh ceTeBoi gocTyn Kk [P-aapecam
JIBYX CEpPBEPOB IOCTyMa (OCHOBHOI'O U PE3€pPBHOI0) TECTOBOTO/PpOMBINLIEHHOTO cermenTa TIII
KBP:

- IP-agpec cepsepa ocHoBHOTO focTyna TectoBoro cermenra THI KbP:  172.16.20.42;

- IP-agpec cepepa pezepBHoOro nocrymna tecroporo cermenta TLI KbP: 172.16.20.74.

- [P-anmpec cepBepa ocHOBHOTO AocTyna npoMsinuieHHOro cermenra TIH KbP:
172.16.20.34;

- [P-agpec cepBepa pezepBHOTO qocTyna npomsinuieHHoro cermenta TII KBP:
172.16.20.66.

Kpome TOTO, HE00X0IUMO o0ecreynThb CEeTEBYIO JOCTYITHOCTh
TecToBoro/mpomMeinuieHHoro cepsepa nocryna TII KBP ¢ APM yuacthuka oomena (IP-agpeca:
172.16.20.42/172.16.20.74 n 172.16.20.34/172.16.20.66); TCP-nopr: 443; UDP-nopter: 500,
4500.



Cisco AnyConnect ucromns3yercs 11 pa3peptoiBanus VPN-TynHens. UToObs! 3arpy3uTh 1
yCTaHOBUTH TporpammHoe obecrnieuenne Cisco AnyConnect Ha APM yuacTHuka oOMeHa, Bam
CJIeTyeT BHIIOJHUTH CIEAYIOIINE IIaru:

a) Ilogxmountech k cepepy noctymna TII KbP ¢ momompto Internet Explorer 10 unu
6omnee mosnHeil Bepcum: https://172.16.20.42 (tectoBblii cermeHt) wiau https://172.16.20.34
(IpOMBINUIEHHBINA CETMEHT).

0) Haxwmure “Continue to this website (not recommended)” (ITepeliTi Ha 3TOT BeO-CcaiT
(ne pexomenayertcs)) (Pucynok 1).

1€ Certificate Error: Navigation Blocked - Windows Intemet Explorer ==
&)= [ = 172162034 [ 4 [ % ][ 8ing » -~

i Favorites | 95 j8] Suggested Sites = @] Web Slice Gallery ~

{8 Certificate Error: Navigation Blocked 3 ~ B v = @ v Pagev Safetyv Tools+ @~

‘@j There is a problem with this website's security certificate.
The security certificate presented by this website was not issued by a trusted certificate authority.
The security certificate presented by this website was issued for a different website's address.

Security certificate problems may indicate an attempt to fool you or intercept any data you send to the
server.

We recommend that you close this webpage and do not continue to this website.
@ Click here to dose this webpage.
¥ Continue to this website (not recommended).

© More information

Done & Interet | Protected Mode: Off hov H10% v

Pucynok 1 — Okno noakmtouenus k cepsepy nocryna T KBP

B) Bribepure rpynny s moakmouernns k ACCESS-VPN-TSH-KBR (TEST) /
ACCESS-VPN-TSH-KBR (Pucynok 2) u BBeaute, npenocrasieHHoe bankom Poccum, mms
MOJIb30BATENsl U Mapoiib KaHAJbHOM YYETHOM 3amucH (XXXXXXXXX-XXXX) JUIsl JocTyna K
tectoBomy/mpomeitiuienaomy T KBP

- o X
Q @ hitps 172162034 O ~ @ Owm. ©| @& 172.16.20.34 <
_l‘g Logon
Group ACCESS-VPN-TSH-KBR w
Usermname
Password
Logon

Pucynok 2 — OxHo ayrenTudukanuu Ha cepsep noctyma TII KBP

r) Ilocne BBOIAa WMMEHU MONB30BATENST M MAPOJIs HA DKpPaHE MOSBUTCS YBEIOMIICHHE
nonb3oBatens. Haxxmure «IIponomkuTe» B HIDKHEN YacTH YBEIOMJICHHUS.



n) Ecmm mosBnsiercs coobmenune "'Security Warning: Untrusted Server Certificate”
(ITpenymipesxieHre cucTeMbl 0€301acHOCTH: cepTudukar HeHaaexHoro cepepa) (Pucynok 3),
Bce paBHO HaxxmuTe “Continue” (Iloakmountscs).

e B bt TRIE2038 O - Q Oumen @] 3 instaaton

stlialls AnyConnect Secure Mobility Client

“§  Weblaunch Using ActiveX for Installation

pat W
Dest
Actl A Security Warning: Untrusted Server
Certificate!
AnpConnect cannot venfy server! 172, 16.20,34
Cerafeate does net match the serves name,

)

Cervfaate s Wom o untusied source.

Convuncing 15 Bt server may et & severe security compromise|

Most users do ot conect to untrusted servers uriess the reason for
e s condiion 1 ko

Pucynok 3 — [IpegynpexaeHue CUCTEMbI 0€301MacCHOCTH

Ecnmu conepxxumoe ActiveX oTkioueHO B BeO-Opaysepe ydacTHHKAa OOMEHa, MOTYT
oToOpaxaTbcs cienytomue npenynpexaenus. Haxmute “Yes” ([la) Ha skpane AnyConnect
Secure Mobility Client (Pucynoxk 3.1).

apr-nles AnyConnect Secure Mobility Client

Cisco

Using ActiveX for

f§- WebLaunch

Security Warning
Attempting to launch ActiveX, which is digitally signed by

- g::t‘:?:i’:n Cisco Systems. In order to properly use the ActiveX
control, be sure to click "Yes™ on the security pop-
- ActiveX up.

€ ==
A

£

|

Pucynoxk 3.1 — UnaTtepdetic Bknaaku ActiveX B AnyConnect Secure Mobility Client

Ha mnosBUBIIEMCcS SKpaHE HAXMUTE «YCTAaHOBHTH JJIEMEHT YyIpaBicHHS ActiveX»

(Pucynoxk 3.2).



2 Installation * .

'::ll's'":lc',' AnyConnect Secure Mobility Client

% WebLaunch Using ActiveX Tor Installation

Plaase kook 3t the top of your browser for the information
Platform E

¥ - Detection

AN Wihel's the Ris

Irformatian Bar Help

To proceed with set up, sslect “Install ActiveX Control”
11 you are prompled 1o Retry of Canced, select Cancel,
Continuing in 10 seconds [ssip]

Help | [ Downlond |

CRUBTEAN NONEITKY YCTasE KN snemera AdiveX, npesnpiHaTyio 3T peb-cafiron.

4 it D —

Pucynok 3.2 - Unarepdoeiic Bknaaku ActiveX B AnyConnect Secure Mobility Client

e) Ilocne ycranoBku Cisco AnyConnect OymeT aBTOMaTH4ecKd ycTaHoBieHO VPN-
coeaunenue ¢ cepsepom aocryna THI KBP (Pucynox 4).

o | e IO 2 = O Dwe © | ) ealimaon

cisco  AnyConnect Secure Mobility Client

G Weblaunch Connecson Establaned

The Casco ArryConnes Securs Mobisty Clerd has
sucoesshuly connected

Th cimrcbon cas e Cosbsled Nom P iy sion
o - ActhveX circied i Tt mage bk

Pucynok 4 — Coobmienne 06 ycranoBke VPN-coenunenus ¢ cepsepom noctymna TII KbP

k) Haiigure ukonky Cisco AnyConnect m Ha TaHEeJH 3a/1a4, HAKMUTE JIEBOM KHOIKOM
MBIIIM HA UKOHKY M HaXKMUTe KHONKY Disconnect (Otkiitounts) B okHe (PucyHok 5).

"ﬁv Cisco AnyConnect Secure Mobility Client - X

Connect TSH KBER

00:00:36 (49710 Days 6 Hours Remaining)

"

Pucynok 5 — Oxno Cisco AnyConnect Secure Mobility Client



3) Ilocne OTKITIOYEHUsI HAXKMUTE Ha KPECTHK B IIPABOM BEPXHEM YTITy OKHA, ITOCIIE YeTO
okHO Cisco AnyConnect OyJeT YMEHBIICHO Ha TaHENH 3a1ad U OyJeT oToOpa)kaThCs B BHIIC

HKOHKHU a

n) Ycranoka Cisco AnyConnect Ha [1K yuacTHuka 3aBepiieHa.



1.2  ¥YcranoBka VPN-coenunenus ¢ T KBP

a) Orkpoiite Cisco AnyConnect Ha APM y4acTHrKa oOMeHa (IEeTKHUTE JTeBOW KHOMKOU

MBIIIH O E 3HAYKy Ha IaHEeNH 3ajiay).

b) B otkpsiBmemcs quanoroBom okHe (Pucynok 6) Beioepute TEST GO TSH KBR (st
tectoBoro cermenra) wim PROM GO TSH KBR (s npoMbIIIIEHHOTO CErMeHTa) U3
BhITIafaromero crucka ais B3aumoaeiicteus ¢ T KBP u naxxmure Connect (IToakmtountbes).

9 Cisco AnyConnect Secure Mobility Client

VPN:
Connection attempt has failed.

Al

GO TSH KBR. ~ Connect

PROM GO TSH KER
TEST GO TSH KBR

Pucynok 6 — Jlnasiorosoe okao Cisco AnyConnect Secure Mobility Client

c¢) Ecmm mosmnsercs coobmenue Security Warning: Untrusted Server Certificate
(ITpemynpexeHre CUCTEMBbI 0OE30MAaCHOCTH: CepTU(UKAT HEHAJEKHOTO CepBepa), BCE pPaBHO
Haxmute Connect ([TogkmounTthes).

d) B otkpseiBmieMcst auanoroBoM okHe (PucyHOK 7) B pacKphIBaIOmIEMCS CIHCKE IO
Group BwiOepuTe ACCESS-VPN-TSH-KBR(TEST) / ACCESS-VPN-TSH-KBR, BBenuTe ums
MOJIb30BaTeNsl U Maposib KaHaiubHOW yueTHOW 3amuch (XXXXXXXXXX-XXXX), BbIIaHHOU

bankom Poccun mist moakmouenus k TIL KBP TecToBOro/mpoMBbINIIEHHOTO CEerMEHTa M HaXKaTh
OK.

$ Cisco AnyConnect | TEST GO TSH KBR X
-
Group: ACCESS-VPN-TSH-KBR(TEST) v

Username: l Ball NOruH |

Password: | ““““ = |

OK Cancel

Pucynok 7 — lnasioroBoe okHo ayreHTHuuKanuu Cisco AnyConnect Jist OIKITIOYSHUS
k TII KbP

e) Ilocne ycrenHo# ayTeHTH(PHUKAINN TOSBISIETCS TUATIOTOBOE OKHO C COOOIICHHEM O
MOJIKJTFOUEHUH K cepBepy noctyna tectoporo/mpombiiuieHHoro TII KBP. Haxxvure «IIpuHATEY.

Ba:xno! [Ipu noakmtouennn k rectopomy TIHI KBP ncnone3yiite TEST GO TSH KBR un
rpynimy ACCESS-VPN-TSH-KBR (TEST). Ilpu noakito4eHu KJIUEHTA K MPOMBIIIICHHOMY
THI KBP ncnons3yiite PROM GO TSH KBR u rpynny ACCESS-VPN-TSH-KBR.



1.3  IIposepka gocrynnoctu THI KBP s 3as9B0oKk, 13MeHeHHE
KAHAJIOB U YYETHBIX 3anuceld NPUJIOKeHNd YYaCTHUKOB 00MeHa B JInuHOM
kabunerte T KBP

ITocne Toro, kak VPN-coequHEHNE € TECTOBBIM CErMEHTOM ycTaHOBIIEHO, [IK ydyacTHuKa
oOMeHa JOKEeH UMETh JocTyl K cepBepy TectoBoro cermenta TIII KBP (172.16.19.211) ans

o0ecrieueHns B3aUMOJICHCTBHS C TIPUIIOKECHUSIMH.

[P-anpec 172.16.19.211 npenocrapnser a8a nopta s B3aumoaeicteus ¢ THI KBP:

- http://172.16.19.211:7777 wucnons3yercs sl B3aUMOJCHCTBHA B pEXUME
«Cucrema-Cuctemay. 1ot aapec ykasbiBaercs B HacTpoiikax [1I1 APM KBP-CIT®C.

— https://172.16.19.211:9697 wucnonb3yercs AN B3aUMOICHCTBHUS B pEXKHME

«Uenosek-Cucremay. Jto Jlnuneiii kabuner monb3oBarens TIII KBP, B koropom oH Moxer
W3MEHUTh MAapOJIM KaHAIbHBIX M MPUKIATHBIX YUETHBIX 3alKMCEeH WU OTIPaBIATh U MOJIydaTh
COOOIIEHUS BPYYHYIO.

ITocie Toro, kak VPN-coenuHenre ¢ NpOMBIILJIEHHBIM CErMEHTOM YCTaHOBJIEHO, APM

y4acTHMKa OOMEHa JOJDKEH MMETh JIOCTYN K cepBepy npombiinieHHoro cermenta TIII KBP
(172.16.18.211) nans obecrieueHHs B3aUMOJICHCTBUS C MPUITOKCHHSIMH.

[P-anpec 172.16.19.211 npenocrapnset a8a nopta s B3aumoaeiicteus ¢ THI KBP:

- http://172.16.18.211:7777 wucnons3yercss IJIsl B3aUMOJCHCTBHSA B PpEXUME
«Cucrema-Cucremay. OTOT aapec ykaspiBaercs B HacTpoiikax [1I1 APM KBP-CII®C.

— https://172.16.18.211:9697 wucnonb3yercs MAjs B3aUMOICHCTBHUS B PpEXKHME

«Yenosek-Cucremay. Jto Jluuneiii kabuner monb3oBarens TLI KBP, B koropom oH Moxer
W3MEHUTh MAapOJIM KaHAIbHBIX M MPUKIATHBIX YUETHBIX 3alKMCEeN WU OTIPaBIATh U MOJTydaTh
COOOIIEHUST BPYUHYIO.

Ha crpanune ayTeHTH(UKAMK HEOOXOAMMO BBECTH JIOTUH W Tapoib MPHUKIATHON
y4€THOH 3arucH AJ1s MOKITI0YeHUs K TectoBoMy/mpombinuieHHoMmy THI KBP, Beinanasie bankom
Poccun, n Haxxate kHonky “Boiitn” (PucyHok 8).

® Bxod B cuctemy
- utest

&

Pucynoxk 8 — Ctpanuna ayTeHTUGUKAIH «JIM9HBI KaOMHET

[Tocne ycneniHol aBTOpU3aluy YYaCTHUK OOMEHA MOXKET U3MEHATDH NTapOJIM KAaHAJIBHBIX U
IPUKJIATHBIX YUETHBIX 3allUCel, a TAK)Ke OTIPABIATH U MOIy4YaTh COOOLIEHUS B PyYHOM PEXKUME
Yyepe3 MHTYUTHUBHO MTOHATHBIA UHTEpEC.



