LEHTPAJIbHBI BAHK POCCUMCKOW ®EJEPALIUNA
(BAHK POCCUN)

MeTtoanueckue pekomenaaunu banka Poccun
110 MPOBEJACHUIO TECTUPOBAHMS HA NIPOHUKHOBEHHE U AHAJIN3A YA3BUMOCTEH
HH(OPMANMOHHOI 0e30I1aCHOCTH 00beKTOB HH(pOPMALIMOHHO
HHGPACTPYKTYPbI OPraHu3auvid (PMHAHCOBOI0 PbIHKA

22.01.2025 Ne  2-MP

I'maBal. QOOmmue mMoJI0KeHUA

1.1. Hacrosmue Meroguueckne pekomeHaanuu banka  Poccuu
pa3paboTaHbl B 1ENIIX 00eCeueHHs €IMHOTO MOIX0/1a K peain3alii KpeIuTHbIMU
OpraHU3aIUsIMH, HEKPEIUTHBIMH (DMHAHCOBBIMH OpraHM3anusIMu!, CyObeKTaMu
HAIMOHAJIBHON TJIATEKHOW CHUCTEMBI, a TaKKe OIOpPO KPEIUTHBIX HUCTOpUH (Haiee
P COBMECTHOM YIIOMUHAHUU — OpPraHU3alMKi (PUHAHCOBOTO PbIHKA) 00S3aHHOCTH
MO0 MPOBEICHUI0 TECTUPOBAHMS HA MNPOHUKHOBEHHE M aHAIN3a YSI3BUMOCTEH
uH(OPMAIMOHHONW 0€30MacHOCTH aBTOMATHU3UPOBAHHBIX CHUCTEM, MPOTPAMMHOTO
o0OecrieueHusi, CpeACTB BBIUHUCIUTENBHOW TEXHUKH, TEIEKOMMYHUKAIIMOHHOTO
o0opyaoBaHus (Janee Ipu COBMECTHOM YIIOMUHAHUH — O0BEKTHI HH(OOPMAITMOHHON
UH(PACTPYKTYpPhI) B COOTBETCTBUM € MOANMYHKTOM 3.2 myHkTa 3 [Tonoxxenus banka
Poccum ot 17 ampenst 2019 roga Ne 683-I1 «O0 ycraHoBiIeHUN 0053aTETBHBIX IS
KPEJIUTHBIX OpraHu3aluii TpeOOBaHUN K 00ECTIEYEHUIO 3alUThl HH(OpMAIUU pU
OCYILIECTBIICHUN OAHKOBCKOW  JEATEIbHOCTHM B IEJISIX MPOTUBOJCUCTBUS
OCYLIECTBJIEHUIO NIEPEBOJIOB JIEHEKHBIX CPEJICTB O€3 corylacus KJIMEHTay, ad3aueM

nepBbiM noanyHkTa 1.4.5 mynkra 1.4 Ilonoxenuss banka Poccun ot 20 amnpens

! Ilost miestedt HacTosimmx Mertoaudeckux pekomenmanuii banka Poccuu mom HEKpeIUTHBIMUA (PHHAHCOBBIMH
OpraHM3aIMsIMA TIOHHUMAIOTCS HEKPEIUTHBIC (MHAHCOBBIC OPTraHU3AINM, PEATU3yIONIHe YCHUICHHBIH YpPOBEHb
3aIUTHl HH(GOPMALUHY, U HEKPEAUTHBIE (PMHAHCOBBIC OPTaHU3AINH, PEaIN3yIOINe CTAaHAAPTHRIA YPOBEHD 3aIUTHI
unpopmanum, B coorBercTBuu ¢ [lonoxxennem banka Poccun ot 20 anpesnst 2021 rozna Ne 757-I1 «O6 ycraHoBiieHUH
00s13aTeNbHBIX JUIs1 HEKPEIUTHBIX (PMHAHCOBBIX OpraHu3alii TpeOOBaHUH K 00€CIICYEHUIO 3aIUTHI HH(POPMAIU PU
OCYILICCTBIICHUH JICATCIILHOCTH B cepe (UHAHCOBBIX PHIHKOB B IENAX HPOTHBOACHCTBHS OCYIICCTBICHHIO
HE3aKOHHBIX ()MHAHCOBBIX OTIECPAIIHii».



2021 roga Ne 757-I1 «OO6 ycraHoBiIeHUU O0OS3aTEIbHBIX JJII HEKPEIUTHBIX
(MHaHCOBBIX OpraHu3aluii TpPeOOBaHUN K 00ECIEYEHUIO 3aUThl HH(OPMAIUH ITPU
OCYIIECTBIICHUN JEATEIBHOCTH B cdepe (PUHAHCOBBIX PHIHKOB B IEIIX
MPOTUBOJEHCTBUS  OCYIIECTBICHUIO HE3aKOHHBIX (PUHAHCOBBIX OMEpPALHiD,
a03aueM TperbuM myHKTa 1.1, ab3anem BTOpbIM nyHKTa 2.11, mynkramu 3.8, 3.9
[Tonoxenus banka Poccum ot 17 aBrycra 2023 roga Ne 821-11 «O tpeboBaHusIX K
o0ecreyeHunIo 3aiuThl HHQOPMAIMU MIPU OCYIIECTBICHUU MEPEBOJIOB JIEHEXKHBIX
CPEICTB U 0 mopsiake ocymiecTBieHus: bankom Poccum koHTpoIs 3a coOmogenneM
TpeOOBaHMI K OOECIEUCHUIO 3allUThl HHPOPMAUU TIPU  OCYIIECTBICHUU
MEPEBOIOB JEHEXKHBIX CpeAcTB», MyHKTOM 2.3 Ilonoxkenuss banka Poccun
ot 17 oktsa0ps 2022 roga Ne 808-I1 «O TpeboBaHHSIX K OOCCICUSHUIO 3AIHUTHI
uHbOpMallMM TPU  OCYUIECTBICHUM JESITEIbHOCTH B  cdepe  OKazaHuUs
npo(PeCcCHOHANBHBIX YCAYr Ha (DPUHAHCOBOM PBIHKE B LEISAX MHPOTUBOACHCTBUSA
OCYIIECTBJICHUIO HE3aKOHHBIX (DMHAHCOBBIX OIEpaluii, 00sf3aTeabHbIX Ui JIULL,
OKa3bIBAIOIIMX MPOQPECCHOHANIbHBIE YCIyrH Ha (UHAHCOBOM pBIHKE, K
o0ecreueHn0 OIOpO KPEIUTHBIX HCTOPUN 3alIuThl MHPOpPMAIUHU, YKa3aHHOW B
cratbe 4 DenepasibHOrO 3aKoHa «O KPEIUTHBIX UCTOPHUSIX», IPU €€ 00paldoTKe,
XpaHEHHH W Tepefadye CepTUPUUUMPOBAHHBIMU CPEICTBAMM 3AILUTHI, a TAKXKE K
COXPAaHHOCTH MH(pOpPMaLMH, MOJIYYCHHON B MpPOLECCe AEATEIbHOCTH KPEIUTHOIO
pediTuHroBoro areHrcrBay. Hacrtosimue Mertonuueckue pexomeHganuu banka
Poccun Takke MOTYT NPUMEHATHCS HWHBIMH HEKPEIUTHBIMUA (DUHAHCOBBIMU
OpraHM3alMs MM M JIMLAMH, OKa3bIBAIOUIMMH NPOPECCHOHANbHBIE YCIyrd Ha
(bMHAHCOBOM pPBbIHKE.

1.2. OpranumzanusiM (GUHAHCOBOTO PBIHKA PEKOMEHIYETCS OIPECIUTh
IPaHUIIBI TPOBEICHHS TECTUPOBAHKS> HA IPOHUKHOBEHUE M aHAIN3a YSI3BUMOCTEMH
UH(OPMAIMOHHOK 0€30MacCHOCTH 0OBEKTOB MH(POPMALMOHHON MH(PPACTPYKTYPHI.

OpranmzaiusiM (GUHAHCOBOTO PhIHKA B TPAHUIIBI MPOBEJECHUS TECTUPOBAHUS Ha

2 Jlng uened HACTOAMMX METOAMYECKUX peKoMmeHpanuii Bamka Poccuu moj TpaHMUaMH MPOBENECHHS
TECTUPOBaHHMsT HAa NPOHMKHOBEHHE M aHauu3a YysI3BUMOCTell WH(OpMaNMOHHON 0e30macHOCTH OOBEKTOB
UH(pOPMALMOHHON HHPPACTPYKTYphl MOHMUMAETCsl IIepeYeHb OOBEKTOB MH(POPMAIIMOHHOW MH(GPACTPYKTYPBI, IS
KOTOPBIX JIOJDKHBI MPOBOJMTHCS TaKHE TECTUPOBAHHE W aHAINW3 B COOTBETCTBHUM C HOPMAaTHBHBIMHM akTamu baHka
Poccun.



OPOHUKHOBEHUE M aHalu3a ysI3BUMOCTEH HMHPOPMAIMOHHON Oe30MmacHoCTH
pPEKOMEHJyeTCsl  BKIIIOYAaTh OOBEKTHl MH(GOPMAIMOHHOW HH(PACTPYKTYpHI,
pacnpocTpaHsieMble KIMEHTaM JIJIsl COBEPUICHUS IEUCTBUI B LIEIISAX OCYILIECTBICHHUS
OaHKOBCKMX M (WIM) HHBIX (PUHAHCOBBIX OIEpalMii, a TakXke MPOrpaMMHOE
obecrnieueHue, 00padaTpiBaroiee 3auuiaeMyo HHPOPMAIINIO HAa TEXHOJIOTHYECKHUX
y4acTKax>, HCHOJIb3yeMOe JUIS IPpUeMa AICKTPOHHBIX COOOIICHUI K UCITOTHEHUIO B
ABTOMATU3UPOBAHHBIX  CHUCTEMax M  MPWIOKEHUSAX C  HUCIOJIb30BAHUEM
UH(OPMAILMOHHO-TEIIEKOMMYHUKAIMOHHON cetn «MHTepHer» (maiee — ceThb
«HTepHeT») (MpU HAJIWYMM COOTBETCTBYIOIIUX OOBEKTOB HH(OPMALIMOHHON
UH(PACTPYKTYPHI), BKIIIOUAS:

BEO-TIPUIIOKEHUS JUCTAaHIMOHHOTO 0aHKOBCKOTO 00CITyKUBaHUS
(manee — IBO) ¢uznueckux mur (nanee — OJI);

BeO-niprniokenus JIbO ropuanueckux nui (ganee — KOJI);

BEO-NPUIIOKEHHS] JTUUHBIX KAOUMHETOB KIMEHTOB HEKPEIUTHBIX (PUHAHCOBBIX
OpraHMu3aIni;

MoOwibHble npuioxkenus JbO ®JI gng  pazauuHBIX  MOOMIIBHBIX
ONEPAaLlMOHHBIX CUCTEM;

moOunbHble npunoxkenus JbO FOJI  ang  pasnuyHbIX  MOOMIIBHBIX
ONEPaLMOHHBIX CUCTEM;

MOOWIbHBIE TPWIOKEHUS JIMYHBIX KAaOWHETOB KIMEHTOB HEKPEIUTHBIX
(bMHAHCOBBIX OpraHu3alil AJs Pa3IMYHbIX MOOMIBHBIX OMEPALIMOHHBIX CUCTEM;

CHeHHAIU3UPOBaHHbIE KiIueHTckue npuioxenus JIbO ®JI nus pa3nuuHbix
OMEpPaLMOHHBIX CUCTEM;

CIeNHAIN3UpoBaHHble KiMeHTckue npwioxenns JbO IOJI ma pasnuunsix

OIICPAIIMOHHBIX CHUCTCM,

3 Jlnst ueneit Hacrosnmx MeToquueckux pexkoMmeHaanuii barnka Poccuu moj TEXHOJIOTHYECKMME y4aCTKAMH
MIOHUMAIOTCS TEXHOJIOTHYECKUE YIaCTKU, yKa3aHHbIEe B MOANYHKTe 2.4.3 myHkTa 2.4 MeToauuecKuxX peKoMeH 1Al
banka Poccum 1o onucaHWi0 HauMMEHOBaHUH OOBEKTOB HMH(POPMAIMOHHOW HHQpacTpykTypsl oT 20 nexadps
2023 ronma Ne 18-MP.



CHELMATM3UPOBAHHBIE KJIMEHTCKUE NPUJIOKEHUS JIMYHBIX KaOWHETOB
KJIMEHTOB  HEKPEIUTHbIX  (MHAHCOBBIX  OpraHu3aluid s pa3IuyHBIX
ONEPAaLMOHHBIX CUCTEM;

aBTOMAaTU3UPOBAHHBIE CHUCTEMBI, YUaCTBYIOIIKE BO B3aumojencteuu ¢ 1O
@JI nim FOJ1, B TOM uncie nHTerpanonuslie cucteMbl U API;

CepBEPBI IPUIOKECHUN;

CEpBEPHI CUCTEM YyNpaBlieHUs 0a3aMu TaHHbIX.

1.3. Pexomenayercs B TIensX OOECTEUCHHUS €IWHCTBA TOIXOJOB K
OMHCAaHUI0O HAUMEHOBAHUW OOBEKTOB HH(OPMALMOHHOW HUHPPACTPYKTYpPHI
IPUBOJIUTh HAMMEHOBAHUSI 00BEKTOB MH(POPMALIMOHHON MH(PACTPYKTYpPBI, B TOM
4yuClie OTHOCAIIMECS K KPUTUYHOM  apXWUTEKType, B COOTBETCTBUU C
Meroanueckumu pekoMeHnauusaMu banka Poccuy 1o onmcaHuio0 HauMEHOBaHUMN
00beKTOB HUH(pOpMaMOHHOW HHPpacTpykTypsl oT 20 pgexabps 2023 roga
Ne 18-MP.

1.4. Ilensmu mpoBeneHHs] TECTUPOBAHUS HA MPOHMKHOBEHUE M aHaIU3a
ysI3BUMOCTEe MH(OpMAIMOHHONW 0€30MacHOCTH  OOBEKTOB HMH(DOPMALIMOHHON
UHQPACTPYKTYPBI MOTYT SBIISATHCA:

OLICHKA  YPOBHA 3AIIHIIEHHOCTH 00BEKTOB UH(OPMAIMOHHON
UHOPACTPYKTYPHI;

oOecrieueHue J10Bepusi K 00beKTaM MHPOPMAIIMOHHON HUHPPACTPYKTYpHI, B
TOM YHCJI€ BXOJALIUM B KPUTUYHYIO aPXUTEKTYPY.

1.5. 3agayamu npoBeIeHHs TECTMPOBAaHHS HAa IPOHWKHOBEHUE W aHAIU3a
yS3BUMOCTEM HMH(POPMALIMOHHON 0€30MacHOCTH OO0BEKTOB HMH(OPMAIMOHHOU
UHPPACTPYKTYPBI MOTYT SBIISATHCA:

BBISIBJICHHE  YSI3BUMOCTEW,  OIpEAENCHUE  CIOCOOOB  IKCILIyaTalluu
yS3BUMOCTEM WIJIM BBISIBJICHUE HapylleHUH (QYHKIUH 0e30macHOCTH OOBEKTOB
uHGOpPMAITMOHHON UHPPACTPYKTYPhI OpraHu3aliid (PMHAHCOBOTO PHIHKA, KOTOPHIE
MOTYT TPHUBECTH K BO3HMKHOBEHHIO HETaTUBHBIX TMOCJIEACTBUN HapyLIEHUs

MH(pOpMaIIMOHHOM 0€30MaCHOCTH;



pa3paboTka MPEIJI0KEHUN o YCTPAHEHUIO YSA3BUMOCTEN
nH(pOpMaIIMOHHOM 0€30MaCHOCTH;

uaeHTUUKAIMS pPUCKa WH(GOPMAIIMOHHON 0€30MmacHOCTH (B TOM YHCIE
BBISIBJICHUE HAPYIICHUH (pUCKa HapyILIEeHUs1) TPEOOBaHMM K 00ECIIEYEHHUIO 3aIUThI
3amuuaeMo MHGOpMalMK WIH OOECHEYEHUIO0 ONEPAlMOHHOM HaJeKHOCTH),
BKJIIOYAs CJIy4yad, KOTJla peajin3alusl TAaKOoro pUCKa MPUBOJIUT K COBEPIICHUIO
onepauuii 6e3 J0OPOBOJIBLHOTO COTJIacHs KIMEHTA, a TAKXKE OMMCAHUE €T0 BIUSHUS
Ha YPOBEHb 3aIlMIICHHOCTH M (OPMHUPOBAHUE BO3MOXKHBIX pEIICHUH IO
MUHHMU3AIUU PUCKA.

1.6. OpranuzauusiM (UHAHCOBOTO pPBIHKA PEKOMEHAYETCS IPOBOAMTH
TECTUPOBAHNE Ha TMPOHUKHOBEHHE W aHAIN3 YSI3BUMOCTEH WHOOPMAIMOHHOU
0e30macHOCTH 00BEKTOB MH(MOPMAIMOHHOW MHEGPACTPYKTYpPhl CAMOCTOSTENHLHO B
COOTBETCTBMH C IM1aBoM 4 HacTtoAmmx Meroanueckux pekoMeHaanuii banka Poccun
WIM C IPUBJICYCHHUEM Ha JOTOBOPHOW OCHOBE CTOPOHHEW OpraHu3auuu B
COOTBETCTBHH C TJIABOW 5 HacToAMX MeToauueckux pekoMenaanuii banka Poccuu
(Tanee mpU COBMECTHOM YIMOMHHAHMM OpraHM3aliu (UHAHCOBOTO pPBIHKA U
CTOPOHHEWN OpraHu3aluu — CTOPOHBI).

1.7.  llepen mpoBeneHHMEM TECTUPOBAaHMS HAa NMPOHWKHOBEHHE W aHAINA3A
yS3BUMOCTEH WHOOPMAIIMOHHOW 0€301acHOCTH O00BEKTOB HMH(DOPMAIIMOHHOM
UHPPACTPYKTYphl B IENAX pealu3ald Mep MO0 MHUHUMH3AIMU HETraTHBHBIX
MOCIICJICTBUNA ~ HapymieHus  WH()OpPMAIMOHHOW  O€30MacHOCTH  OOBEKTOB
uH(OPMAITMOHHOW WHOPACTPYKTYpPHl TMPU MPOBEICHUM TaKUX TECTHPOBAHUS U
aHajIM3a OpraHu3alusaM (PMHAHCOBOI'O PhIHKA PEKOMEHYETCs pa3padoTaTh U (WIIN)
AKTYaJIU3UPOBATh CIAEAYIOLIUE TOKYMEHTHI:

TEXHUYECKOE 3aJIaHhE Ha MPOBEICHUE TECTUPOBAHMS HA NMPOHHUKHOBEHHUE U
aHaau3a yS3BUMOCTEH nH(pOpMAIIMOHHOM 0e30MmacHOCTH 00BEKTOB
uHdopMaImoHHo! nHMpacTpykTypHl (nanee — T3);

corjamieHre 00 OTBETCTBEHHOCTH CTOPOH TECTUPOBAHUS HA MPOHUKHOBEHHE
W aHajgu3a  ys3BUMOCTeH  MH(OpManmoHHOW  0€30mMacHOCTH  OOBEKTOB

uH(OPMAIIMOHHON HHMPACTPYKTYPHI;



MOACIh  yrpo3  HMHPOPMAIMOHHONW  0Oe30macHOCTH  JIsi  OOBEKTOB
UH(OPMAIMOHHOW HMH(PPACTPYKTYpbl HAa OCHOBE METOJUYECKOIO JIOKYMEHTa
«Metonuka ormeHku yrpo3 OesomacHocTH uH(popmarum» (yrBepkaen DPCTIOK
Poccun 5 pespans 2021 roga);

IJIaHbl ~ BOCCTAHOBJIEHUS  ONEpPALMOHHOM  HAEKHOCTM B  Cllydae
BO3HMKHOBEHUSI HELITATHBIX CHUTyallUd B XOJI€ IPOBENCHMS TECTHUPOBAHUS Ha
POHUKHOBEHUE 00BEKTOB MH(POPMALIMOHHON HHPPACTPYKTYPHI.

1.8. Opranuzauusim (UHAHCOBOTO pbIHKA PEKOMEHIyeTCsl oTpaxarh B T3:

HaWMEHOBaHHE TUITAHUPYEMBIX padoT?;

KOJIMYECTBO IJIAHUPYEMBIX 3TAIOB MTPOBEACHMS padoT;

CPOK IIPOBECHUS padoT;

LIeJIM IPOBEJEHUS padoT;

NEepeYeHb HOPMATUBHBIX AaKTOB, YKa3aHHbIX B MyHKTe 1.1 Hacrosmumx
Meronnueckux pekomeHnanuid banka Poccuu, BO HCIOTHEHHE KOTOPBIX
IPOBOJSATCS PabOTHI;

nepeyeHb OOBEKTOB HH(POPMAIIMOHHON HHPPACTPYKTYPHI, MOICKAIINX
TECTUPOBAHUIO Ha NMPOHMKHOBEHHME W AHAINU3Y YSI3BUMOCTEM HMH(OPMALMOHHON
0e30MacHOCTH OOBEKTOB HMH(POPMALMOHHON HWHQPACTPYKTYphl, C YyKa3aHUEM
TEXHOJOTHYECKHUX YYACTKOB;

nepeueHb OO0BEKTOB HH(POPMAMOHHOW HHPPACTPYKTYpPhl, BXOASIIUX B
IPaHMILIBI TECTUPOBAHUSA, HA KOTOPBIX HE IUIAHUPYETCS MPOBOAUTH TECTUPOBAHUE HA
OPOHUKHOBEHUE M aHaIU3 YSI3BUMOCTEH HMHQPOpPMAIMOHHON Oe30macHoCTH
00BEKTOB  MH(OPMAMOHHOW  WHQPACTPYKTYphl, C yKa3aHUEM IPUYUH,
IPENSATCTBYIOUIMX IPOBEJCHUIO TECTHUPOBAaHUS Ha IMPOHUKHOBEHHE (HAIpUMED,
OTpaHMYEHUE MPOMYCKHOM CIOCOOHOCTH, IPOMEXKYTKa BpPEMEHH, B KOTOPBIN

BO3MOKHO ITPOBECTU TCCTUPOBAHUC HA HpOHI/IKHOBeHI/Ie);

4 ITnst ueneit nacrosimux MeTtonuyeckux pekomenanuii banka Poccun o paboTamu IOHUMAIOTCS paboThL
MO TPOBEJCHUIO TECTUPOBAHUS Ha NPOHUKHOBEHHWE M aHalM3a YSI3BHUMOCTEH OOBEKTOB WH(OPMAIMOHHON

HHPPaCTPYKTYPHL.



METOJ] TMPOBEACHUS TECTUPOBAHUS Ha MPOHUKHOBEHHWE M aHajau3a
yS3BUMOCTEM HMH(POPMALMOHHON 0€30MacHOCTH OOBEKTOB HWH(OPMAIMOHHOU
UHPPACTPYKTYPHI, BKIFOYAIOIIIHIA:

BO3MOJKHBIE KJ1acChl aTak (IIOBEPXHOCTH, a TAK)KE TEXHUKA M TAKTUKA aTaKu)
U ySI3BUMOCTEN;

METO/Ibl 1 MHCTPYMEHTHI, UCTIOIb3yEMbIE JIJIsl TPOBEACHUS TECTUPOBAHUS Ha
IPOHUKHOBEHUE U aHaiu3a YA3BUMOCTEH HH(OpMaMOHHOW Oe30MmacHOCTH
00BEKTOB HHPOPMAIIMOHHON HHDPACTPYKTYPHI;

nepeyeHb 0a3 JaHHBIX yrpo3 O€30MacHOCTH HMHQOpPMAIMM U  HHbIE
UHGOPMAITMOHHBIE MCTOYHHMKH IS MICHTU(QUKALNUN YSI3BUMOCTEH (IIPUMEpPHBIN
nepeyeHb MpHUBEACH B MyHKTE 2.3 HacTOSIUX MeToauuecKuX peKoMeHAAlui
banka Poccun);

Cpelopl, B KOTOPBIX IJIAHUPYETCS TMPOBEACHHE TECTUPOBAaHUS Ha
NPOHUKHOBEHUE M aHalu3a ysI3BUMOCTEH HHPOPMAIMOHHON Oe30macHoCTH
00beKTOB MH(MOPMAIMOHHOW HHPPACTPYKTYpbl (HampuMep, B TECTOBOW CpelE,
KOTOpasi COOTBETCTBYET MPOMBIIIJIEHHON CPEIE U COAEPIKUT TECTOBBIE IAHHBIE);

CXEMBI CETEBBIX HOJKITIOYEHHH 00BEKTOB UH(POPMaALIMOHHON
UH(PACTPYKTYphI, BKJIKOYAs aJpeca U MOACETH, MOJUIeKAIUE TECTUPOBAHUIO Ha
IPOHUKHOBEHUE M aHaJIu3y YsA3BUMOCTEH HMH(POPMAIMOHHON O€30MacHOCTH
00BEKTOB HHPOPMAITMOHHOW HHDPACTPYKTYPHI,

nepeyeHb (PaKTOPOB pHCKA, peaTn3yeMbIX B paMKax TECTHPOBAaHHUS Ha
IIPOHUKHOBEHUE OOBEKTOB HH(POPMAIIMOHHOW WHEOPACTPYKTYpHl (HaAmpumep,
yrpo3bl, MAHTaX PaOOTHUKOB®, BO3JCHCTBHE HA JIMYHBIC COIMAIBHBIC CETH U
MOOWJIbHBIE YCTPOMCTBA paOOTHUKOB OpraHU3aIii (PUHAHCOBOTO PHIHKA);

COOBITHSA, MPHU HACTYIUIEHMM KOTOPBIX HE3aMEUINTENbHO MPEKpaIlaeTcs
TECTUPOBAHUE HA MPOHUKHOBEHHE 0OBEKTOB MH(OPMAIIMOHHON HH(PACTPYKTYPHI;

OKUJaeMble pe3yibTaTbl TECTUPOBAHUS Ha TMPOHUKHOBEHHE U aHajIu3a

yS3BUMOCTEM HMH(POPMALIMOHHON ©0€30MacHOCTH OOBEKTOB HWH(MOPMAIMOHHOU

3 ,Z[J'IH Heﬂeﬁ HACTOSIUX MeToanuecKux peKOMeH[[aHI/Iﬁ banka Poccuu mon pa6OTHI/IKaMI/I IIOHUMAKTCA
HITaTHBIC pa6OTHI/IKI/I OpraHu3anuun (bHHaHCOBOl"O PbIHKA.



UHQPACTPYKTYphl (HampuMep, 3aBepIICHHE TECTUPOBAHUS MpPU OTCYTCTBUU
ySI3BUMOCTEH, KPUTEpUW TPUHATHS PEHICHUS O HEOOXOAMMOCTH TPOBEACHUS
MOBTOPHOT'O TECTUPOBAHUSA Ha IPOHUKHOBEHUE U (MJIM) aHAJIN3a YA3BUMOCTEN U TaK
nainee), BKJIouas TpeOOBaHUA K pa3paboTKe pEeKOMEHIAIUuil 10 YCTpaHEHUIO
BBISIBJIEHHBIX YSI3BUMOCTEH HMH(POPMALIMOHHOM 0€30MMaCHOCTH;

(OpMBI OTUETHBIX TOKYMEHTOB;

CPOKM U YCIOBUS TPOBEICHHUS MMOBTOPHOTO TECTUPOBAHUA M aHaIW3a
ySI3BUMOCTeH HMH(OpPMAIIMOHHONW 0€30MacHOCTH OOBEKTOB HMH(DOPMAIIMOHHON
UHOPACTPYKTYPBHIL.

1.9. TIlpu mnpoBeaeHHH TECTUPOBAaHWS Ha MPOHUKHOBEHHWE W aHaIM3a
yS3BUMOCTEH HWHOOPMAIIMOHHOW 0€30IacHOCTH O00BEKTOB HH(DOPMAIIMOHHOM
UHQPACTPYKTYPBl PEKOMEHAYETCS PYKOBOJICTBOBATHCS B TOM YHCIIE CIEIYIOIUMU
JOKYMEHTaMHU:

COIJIallIEHHUE CTOPOH O pa3pellleHWd TECTUPOBAHMS HA NMPOHUKHOBEHHE U
aHaju3a ys3BUMOCTe HH()OPMAIIMOHHON 6€30ITaCHOCTHU a/IpECOB U MOJICETEH, B TOM
YHCII€ OTHOCSIIUXCS K KPUTHYHOM apXUTEKTYPE;

COrJIallIeHHe CTOPOH O Hepas3TJalleHuu KOH(GUIEHIIMaIbHON HH(POpMAIINH;

NepeueHb CPEeACTB 3aIlUThl WH(GOPMAIMK, HCIOIB3YEMBIX Ha OOBEKTax
uHQOPMAITMOHHOW ~ MHPPACTPYKTYphl, C  periiaMeHTamMu  uX  paboThl
(MCTI0JTB3yeMBIMU HACTPOUKAMH);

NPABUJIA BBIICJICHUS YYCTHBIX 3alUCEH JUIs CIEIUATNCTOBS, MPUBICKAEMbIX
K TECTHPOBAHUIO HA NMPOHUKHOBEHHE M aHAIU3Y YSI3BUMOCTEH MHOOPMAIMOHHON
Oe3omacHOCTU OOBEKTOB MH(OpMAMOHHOW HWHMpacTpyKTypel (B ciyyae
HEOOXOAMMOCTH);

napoJbHbIE MOJIUTUKH, npUMEHsIEMbIe Ha o0BbeKTax
uH(OPMaIMOHHON HH(PACTPYKTYPHI;

UHCTPYKLHH M0JIb30BATEIIEH K o0BeKTam uH(OPMAITMOHHON

UH(PACTPYKTYPHI;

6 )1.]'[2[ ueneﬁ HacTOSIUX MeToauuecKux peKOMeHI{aHI/[ﬁ banka Poccuu moj crieruaancTaMyu IMOHUMAaIOTCS
pa6OTHI/IKI/I CTOpOHHeﬁ OpraHn3anumn, HE HaXOAAIMECS B ITATC OpraHUu3allun q)HHaHCOBOFO PBIHKA.



UHCTPYKIIMM  aIMUHUCTPATOPOB K  0ObekTaM  HMH(OpPMaAIMOHHOM
UH(PACTPYKTYPHI;

rpaduk paboTel paOOTHUKOB OpraHU3aluy (PMHAHCOBOTO PHIHKA.

1.10. OpranuzauusM (GUHAHCOBOI'O PbIHKA MPU HNPOBEACHUM TECTUPOBAHUS
Ha MPOHUKHOBEHHE W aHaIM3a YA3BUMOCTEH HH(POPMALMOHHOM O€30MacHOCTU
00BEKTOB UHGOPMAIIMIOHHON UHGPACTPYKTYPHI PEKOMEHAYETCS
PYKOBOJICTBOBATBCSl IMOJIOKEHUSIMA ~ HallMOHAJIBLHOTO cTaHaapta Poccuiickoit
Geneparnun ['OCT P 58143-2018 «udopmanmonnas TexHojorus. Metoasl u
cpeacTBa obecrneueHus Oe3omacHocTH. Jleranuszanus aHainu3a YsA3BUMOCTEH
nporpammHoro obecnedenusi B coorserctBuu ¢ 'OCT P MCO/MBK 15408 u
I'OCT P UICO/M3BK 18045. Yactp 2. TectupoBaHne NMPOHUKHOBEHUS» (J1ajiee —
I'OCT P 58143-2018).

1.11. KpenutHbiM  oOpraHu3alusiM H  HEKPEAUTHbIM  (PUHAHCOBBIM
OpraHu3alMsIM IPU NPOBEICHUH TECTHUPOBAHUS HA NPOHUKHOBEHHE M aHAIM3a
yS3BUMOCTEM HMH(POPMALIMOHHON 0€30MacHOCTH O0O0BEKTOB HWH(OPMAIMOHHOU
UH(PACTPYKTYphl PEKOMEHAYETCS PYKOBOJACTBOBAaTbCA MOMAIMYHKTOM 7.2.6
nyHkTa 7.2 «OueHka ys3sumocteil (AVA)» metonudeckoro nokymenra «lIpoduib
3aIIUATHI TPUKIAJIHOTO MPOTPAMMHOI0 00ECIeUeHHsI aBTOMaTU3UPOBAHHBIX CUCTEM
U TPWIOKEHUH KPEIWTHBIX OpraHu3aluii M HEKPEAUTHBIX (PUHAHCOBBIX
opraHm3ariuii», ony0JIMKOBaHHOrO Ha oduilMaibHOM caite banka Poccun’ B cetn
«HTepHEeT”.

1.12. Pe3ynbrarhl TECTUpPOBAaHHUS HAa NPOHUKHOBEHHME M  aHAIM3a
yS3BUMOCTEM HMH(POPMALIMOHHON 0€30MacHOCTH OO0BEKTOB HMH(OPMAIMOHHOU
UHPPACTPYKTYPHl pEeKOMEHAyeTcs O(OopMIIATH OTYETOM MO  pe3yibTaTaM
TECTUPOBAHUS Ha NPOHUKHOBEHHE U aHalIM3a YSA3BUMOCTEH HH(OPMALMOHHOU
0e30macHOCTH O00BEKTOB MH(GOPMAIIMOHHONW HMH(PACTPYKTYphl (Jajee — OTYET),
¢opMa KOTOpOro mpuBeJeHAa B NPUIOKEHUU K HACTOSIIUM MeToIndecKum

pekomenaanusaM banka Poccun. K oTuety pexomeHayeTcs mpuiaraTb MaTepyabl

7 http://www.cbr.ru/content/document/file/132666/inf note feb 0422 .pdf.
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00  oObekTax  MH(POPMAIMOHHOW  HMHPPACTPYKTYpPHI,  MPEIOCTABICHHBIC
opraHuzanuei puHaHCOBOTO pbIHKA B COOTBETCTBUU C T3.

1.13. Otuer pexomeHayercst opopMiIsTh B SIEKTPOHHOM BHUE B (hopmare,
HE JIOMYCKAIOIIEM €ro peJakTUPOBAHMUSA, U  MOJNMCHIBATH  YCUJICHHOU
KBUIM(QUIIUPOBAHHOW  3JIEKTPOHHOM  MOAMMCBHIO  PYKOBOJIUTENSI  CTOPOHHEU
OpraHm3aiuu, cepTuukar Kiroya MpOBEpPKH KOTOPOHM AEHCTBUTEIEH Ha MOMEHT
MOJNMUCAHMS 3IEKTPOHHOIO JOKYMEHTa (IIPH HAJIUYMK JOCTOBEPHOUN MH(OpManuu
O MOMEHTE MOANHUCAHUS 3JIEKTPOHHOrO JOKYMEHTAa) WJIM Ha JEHb IPOBEPKU
JNEUCTBUTENIBHOCTH YKa3aHHOTO CepTHU(HUKATa, €CIM MOMEHT MOANHUCAHUS
AJIEKTPOHHOI'O IOKYMEHTA HEe onpeiesieH (JIEKTPOHHBIMU NOAMUCIMU PAOOTHUKOB
opranm3anuu (UHAHCOBOI'O pbIHKA, HA KOTOPHIX BO3JIOKEHO MPOBEACHUE
TECTUPOBAHUS Ha NPOHUKHOBEHHE M aHalIM3a YSA3BUMOCTEH HH(OPMALMOHHOU
0e30macHOCTH 0OBEKTOB HHPOPMALIMOHHON UH(PPACTPYKTYPHI).

[Ipu odopmiennn ordeTa Ha OyMaXKHOM HOCUTENE PEKOMEHIYETCS
UCIIOJIb30BaTh CKBO3HYIO HYMEpAlLMIO CTPAHUIL, MPOUIMBATH OTYET HUTHIO, HE
UMEIOILEN pa3pbIBOB, U CKPEILISATH E€YAThI0 OPTaHU3ALUH C YKA3aHUEM KOJMYECTBA
JUCTOB B 3aBEPUTEIBHOM HAANMCHU, MOJINUCAHHONW PYKOBOJIUTEIEM CTOPOHHEU
opraHuzanuu (pabOTHHKaMU OpraHu3aluu (UHAHCOBOIO pbIHKA, Ha KOTOPBIX
BO3JI0’KEHO MPOBEJICHUE TECTUPOBAHNUS HAa IPOHUKHOBEHNE U aHAJIN32a YSI3BUMOCTEN
uH(OPMAIMOHHON 0€30MaCHOCTH 00BEKTOB HHPOPMALIMOHHON HHDPACTPYKTYPHI).
Takxe peKkOMEHAYEeTCs IPUCBAUBATh OTYETY PErMCTPALMOHHBIN HOMED.

PexomenyeMbli CpOK XpAHEHHUsI OTYETA HE MEHEE S JIET.

1.14. Pe3ynprarel TECTUpPOBAaHHMS HAa IPOHUKHOBEHHME M  aHAIN3a
ySI3BUMOCTEH HMH(POPMAIIMOHHON 0€30MacHOCTH  OOBEKTOB WHMOPMAITMOHHON
UHQPACTPYKTYPhl  PEKOMEHAYETCS  JOBOAUTh 1O CBEACHHUS  3aMECTHUTENs
PYKOBOJMTENSL  OpraHu3aluyd  (UHAHCOBOTO  pBIHKA, OTBETCTBEHHOIO 32
oOecnieueHre MHGOPMALMOHHON O€30MacHOCTH B OpraHu3aluu (UHAHCOBOI'O

pbIHKA, B TOM YHCJIE OTBETCTBEHHOTO 3a OOHapy)XeHHUE, MPeaynpexKiAcHUuE U
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JINKBUIAIIHUIO HOCJ'IGI[CTBI/If/'I KOMIIBIOTCPHBIX aTak, 141 pearupoBaHuc

Ha KOMIIBIOTCPHBLIC I/IHI_II/IJ:[CHTblg.

['maBa 2. PexoMeHaanumn no NPOBEJICHUIO TECTUPOBAHUSA
HA NPOHMKHOBEHUE 00bEKTOB HH(POPMALIMOHHON HHPPACTPYKTYPbI

2.1.  Opranuzanusm (UHAHCOBOTO PhIHKA PEKOMEHIYETCS MPOBOAUTH Kak
BHEIHEE TECTMPOBAHWE HA IMPOHUKHOBEHHME (MMUTAUUs ACHCTBUN BHELIHETO
HapyLIUTENsl), TAK U BHYTPEHHEE TECTHUPOBAHWE HA MPOHUKHOBEHHE (MMUTALUS
JNEUCTBUI BHYTPEHHEIO HapyLINTENS) 00BEKTOB UHGOPMAITMOHHON
UHPPACTPYKTYPBHI.

2.2. PexomeHayeTcsi MPOBOAMTH TECTUPOBAHWME HA MNPOHUKHOBEHHE
00BEKTOB HMHPOPMAITMOHHON HHPPACTPYKTYPHI CIACAYIOMUMHA METOIaMHU:

METOJIOM «YEPHOTO SIIMKa», MPU KOTOPOM HCIOJHHUTENIh’ HE BIAJeeT
uH(popmarern 00 o0beKTax HMHPOPMAUMOHHON MH(GPACTPYKTYphl OpraHU3alUU
(UHAHCOBOTO PHIHKA;

METOJIOM «CEpOTO SIIMKa», IPU KOTOPOM HUCIIOIHUTENb BJIAJEET YaCTUYHOU
uHpopManueit 00 00bekTax WH(POPMALMOHHONW WHEOPACTPYKTYpPHl OpPraHU3alUN
(pMHAHCOBOT'O PHIHKA;

METOOM «O€Joro SIIHMKa», MPU KOTOPOM HCIOIHUTENb BIAJEET MOJHOU
uHpopmarmeit 06 oObekTax HHPOPMAIMOHHOW WHGPACTPYKTYPHI OpTraHHU3alUN
(bMHAHCOBOTO PHIHKA.

2.3. OpranuzanusaM (UHAHCOBOTO PBHIHKA MPH MPOBEICHUN TECTUPOBAHUS
Ha MPOHUKHOBEHNE 00BEKTOB MH(MOPMAITMOHHON HHPPACTPYKTYPBI PEKOMEHTYETCS
UCIIOJIb30BaTh 0a3bl JAHHBIX Yrpo3 0e30macHOCTH WHGOpPMAUMu U HHbIE
UHPOPMAIIMOHHBIE ~ UCTOYHUKMA Uil  WACHTU(UKAIMM  YA3BUMOCTEH U

dbopMaTM30BaHHOTO TPEJCTaBICHUS pe3yiabTaroB (Hampumep, BbAY OCTOK

8 VkazaHHast poJib TIPeAyCMOTpeHa B ocTanoBieHnH [IpaButenscrsa Poccuiickoit @enepariu ot 15.07.2022
Ne 1272 «OO0 yTBepKIOCHHWM THIIOBOTO IIOJOXKCHUS O 3aMECTHTENE PYKOBOIUTENS oOpraHa (OpraHU3alliH),
OTBETCTBEHHOM 3a obecrieueHrne NHPOPMAIIMOHHON 0€30MacHOCTH B opraHe (OpraHu3alyi), ¥ THIIOBOTO TTOJIOKEHUS
O CTPYKTYPHOM TMOJpa3ZiejieHuH B opraHe (opraHusanuu), oOecrieuuBaromeM HHPOPMAIMOHHYIO 0e30MacHOCTh
oprasa (OpraHu3aIlum)».

® Ilnst nesieii Hacrosiux MeTtomnyeckux pexoMmenianuii banka Poccru moj HCIIOTHUTEIEM IOHUMAETCS JIHIIO,
MIPUBJIEKaEMOE K IIPOBEACHHIO TECTUPOBAHMS Ha IPOHUKHOBEHHE.
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Poccun'®, CAPEC!!, MITRE ATT&CK'2, OWASP!, STIX', WASC'5, CWE!S,
CVE!" u unsle).

2.4. PexomeHIyeTCs MpHU NPOBEJACHUU TECTUPOBAHUS HA MPOHUKHOBEHUE
00BEKTOB  MH(POPMAIMOHHON  WHEOPACTPYKTYpPhl ~ YUYUTHIBATh  IMOTEHIIHAI
HapYIIUTEIs], YKa3aHHOTO B MOJIETU Yyrpo3 uHpopMannoHHon 6e3onacHoctu. [lpu
3TOM  pPEKOMEHJYETCS  HUCIOJb30BaTh  ABTOMATH3WPOBAaHHbIE  CPEICTBA,
MO3BOJIAIOIIME  MOJACIMPOBATH aTakKh €  y4€TOM  HUJACHTHU(UIMPOBAHHBIX
YSA3BUMOCTEH, YKa3aHHBIX B IJIaB€ 3 HACTOSIIMX METOIMYECKUX PEKOMEHIALMMI
banka Poccum.

2.5. B pe3ynbpTaThl TECTUPOBAHUS Ha TPOHUKHOBEHHUE OOBEKTOB
uHGOPMAITMOHHOW HWHQGPACTPYKTYPhl PEKOMEHAYETCS BKIIOYATh CpaBHEHUE
MOJIYYEHHBIX PE3yJIbTaTOB C O’KUJAEMBIMU pe3yJiIbTaTaMu, yKa3aHHbIMU B T3.

2.6. Pexomenpayercst pUKCHpPOBATH (DAKTUUECKUE PE3YNIHTATHI BHIIIOJIHEHHUS
TECTUPOBAHUS HA MPOHUKHOBEHHE OOBEKTOB MHGOPMAIIMOHHON MHGPACTPYKTYPHI
U UCCIIEI0OBATh MPUYMHBI BOSHUKHOBEHUS JTIOOBIX HEMPEABUICHHBIX CUTYAIUH.

2.7. Pexomenpayercs IIPOBOJAUTH IIOBTOPHOE TECTUPOBAHUE
HAa T[POHUKHOBEHHE OOBEKTOB MH(POPMALMOHHON WHOPACTPYKTYphl TOCIE
yCTpaHEHUs BBISIBICHHBIX ysi3BUMOcTel. [loBTOpHOE mpoBeneHUE TECTUPOBAHUS
HA TPOHUKHOBEHHE OOBEKTOB HMH(POPMAIUMOHHON HHPPACTPYKTYPHl MOMKET
HE MPOBOJUTHCS Uil TE€X OOBEKTOB HWH(POPMAIIMOHHOW HWH(PPACTPYKTYphI, B

KOTOPbIX HEC OBLIIN BBISIBJICHBI YA3BUMOCTH.

19 Bank maHHBIX yrpo3 6esomnacuoctr nadGopmarmn PCTIK Poccun mo anapecy https://bdu.fstec.ru/threat.
I Common Attack Pattern Enumerations and Classifications o aapecy https://capec.mitre.org.

2 MITRE ATT&CK mo anpecy https://attack.mitre.org.

13 Open Web Application Security Project mo agpecy https://owasp.org.

14 Security Threat Information Expression o aapecy https://stixproject.github.io.

15" Web Application Security Consortium 1o aapecy https://www.webappsec.org.

16 Common Weakness Enumeration mo agpecy https://cwe.mitre.org.

17 Common Vulnerabilities and Exposures 1o agpecy https://cve.mitre.org.
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['maBa 3. PexoMeHaanmuM 10 TMPOBEAEHHI0 AHAJIW3A YA3BHMOCTEH
HHPOPMALMOHHOI  0e30MacHOCTH  00beKTOB  HMHPOPMANMOHHOM

HHPPACTPYKTYPHI

3.1. B mpomecce mpoBeneHUs aHamW3a YSI3BUMOCTEH WH()OPMAIMOHHON
0e30MacHOCTU OOBEKTOB HH(POPMAIMOHHOM HHGPACTPYKTYpPhl PEKOMEHYETCS
IPOBOJNTH BBISIBICHHE, OLEHKY M yCTpaHEHHE YSI3BHUMOCTEH WH(OPMAIMOHHON
6e30macHOCTH 00BEKTOB MHPOPMAITMOHHON HHPPpACTPYKTYphI. BhIsiBIIEHUE, OTIEHKY
¥ yCTpaHEHHE YSI3BUMOCTEH PEKOMEHIYeTCs MPOBOIUTH HA dTamax CO3JaHUsl U
AKCIUTyaTalui 00BEKTOB MH(OpManUOHHOW HH(pacTpykTyphl. llepnoanynocts
MIPOBENICHUS YKa3aHHBIX MEPOMNPUITHI PEKOMEH]IyEeTCsl YCTaHABJIMBATh HA OCHOBE
HOpMaTUBHBIX akToB banka Poccuu ¢ yueToMm prCK-OpHEHTHPOBAHHOTO MOIX0/A.

3.2. Pexomenayercs MPOBOAUTD BbISIBJICHHE ySI3BUMOCTEH
nH(pOpMAIIMOHHOW 0€30MacHOCTH 00BEKTOB MH(GOPMAIIMOHHONW HHGPACTPYKTYPHI,
CBA3aHHBIX C OIMOKaMH KOJa B MPOTrpaMMHOM oOecreueHuu (0O0IIEeCHUCTEMHOE,
IPUKIIaTHOE, CTIELIUAIbHOE), @ TAKXKE MIPOrPaMMHOM O0ECIICUEHUHN CPECTB 3aLUThI
nHpOpMAaINH, TEXHUIECKUX CPEJICTB.

3.3. BebuBienue ys3BUMocTed HH(OpPMAMOHHOW 0O€30macHOCTHM  Ha
o0bekTax HMHGOPMAIMOHHON HHPPACTPYKTYPbl PEKOMEHIYETCS MPOBOAUTH C
UCTIOJB30BAaHUEM CPEJICTB aHalkM3a 3alMIIEHHOCTH, MPOLISAIINX MPOLEAYPY
cepruduKanmuu He HUXKE 4 YpOBHA JOBEpUsi B COOTBETCTBUU ¢ mpukazom OCTIOK
Poccuu ot 2 utonst 2020 roga Ne 76 «TpeboBanust o 6e30nacHOCTH HHPOPMALIUH,
YCTaHABIMBAIOIIME YPOBHH JIOBEpUS K CPEICTBAM TEXHUYECKOW 3aIUTHI
uHdopMalMu W CcpeAcTBaM obecrieueHuss Oe30MacHOCTH HMH(POPMALMOHHBIX
texHosiorui» (nanee — npukaz ®CTIK Poccun ot 2 utons 2020 roga Ne 76).

3.4. Ilpu BBISIBICHUH YSA3BUMOCTEH WH(POPMAIMOHHOW OE30MacHOCTH
00BEKTOB HMH(POPMALMOHHON HHPPACTPYKTYpbl OpraHu3alusIM (UHAHCOBOTO
pBIHKa PEKOMEHIyeTCS OIICHHBATh YypPOBEHb KPUTUYHOCTH  YS3BHUMOCTEH,
PYKOBOJCTBYSICb METOJUYECKUM JOKYMEHTOM «MeToauKa OLEHKH YPOBHS
KPUTHYHOCTH YSA3BUMOCTEH MPOTPaMMHBIX, MPOrPaMMHO-AIMAPATHBIX CPEACTBY

(yrBepxaeH ®CTIOK Poccun 28 okts10ps 2022 roga).
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3.5. DBblABieHUE YSI3BUMOCTEHM IyTEM aHAIW3a KOJa MPOrPaMMHOIO
obecrieyeHus: PEeKOMEHIyeTCs MPOBOJAUTH C HUCIOJIb30BaHUEM CPEACTB aHaIM3a
UCXOJHOTO KOJIa, MPOIICAIINX NPOLEaypy cepTU(hUKAIMU HE HIDKE 4 YpOBHS
noBepus B cooTBeTcTBUU ¢ npukazoM @CTIK Poccum ot 2 urons 2020 roga Ne 76.

3.6. PexkomeHayeTcs [ BBIIBJICHHS M ONUCAaHHUS  yS3BUMOCTEH,
uHpopMamus O KOTOPHIX HE BKJIIOYEHAa B CPEJICTBA aHAjIW3a 3allUIIEHHOCTH,
yKa3aHHbIE B yHKTe 3.3 HacTosmux Metonuueckux pekomeHaanui banka Poccun,
a Takke 17 (popMaTM30BaHHOTO MPECTaBICHUS PE3yIbTaTOB UCTIONIb30BaTh bJ1Y
OCTOK Poccum u umHble 0a3bl JaHHBIX, YKa3aHHBIC B IMYHKTE 2.3 HACTOSIIHMX
Meronunueckux pekomengauuii banka Poccum, conepxkamiue cBeneHUsT 00
YSA3BUMOCTSX 00BEKTOB HH(GOPMAITMOHHON HHPPACTPYKTYPHI.

3.7. Tlpu mpoBeaeHuU padOT MO aHAIM3Y M YCTPAHCHHUIO YSI3BUMOCTEH,
BBISIBJICHHBIX B OOBEKTaX WH(POPMAIMOHHOW HHOPACTPYKTYPhI, PEKOMEHIYETCS
PYKOBOJCTBOBATbCS METOAUYECKUM JOKYMEHTOM «PyKOBOJICTBO MO OpraHu3aiiuu
mporiecca YNpaBJICHUS YSI3BUMOCTSIMU B opraHe (opraHuzainuu)» (yTBEp>KIEH

OCTOK Poccuu 17 mas 2023 roxaa).

I'maBa4. PexomMeHZamuMm 1O CAMOCTOSITEJIbHOMY  IPOBEJIECHUIO
TECTHPOBAHUSI HA TPOHUKHOBEHHE M AaHAJM3a YySA3BHMOCTeEH
HHPOPMALMOHHOI  0e30MacHOCTH  00beKTOB  HMHPOPMANMOHHOM

HHPPACTPYKTYPHI

4.1. PexkoMeHayeTcsi CaMOCTOSITEJIbBHO MPOBOAMTH TECTUPOBAHHWE Ha
IPOHUKHOBEHUE W aHalu3 YyA3BUMOCTeH HWH(OpManMoHHOM Oe30MacHOCTH
00BEKTOB HHPOPMALIMOHHON HHPPACTPYKTYPBI B CIyUasX:

U3MCHEHHS apXUTEKTypbhl U (WJIM) MU3MEHEHHs] KOHPUTYyparuu OOBEKTOB
UHGOPMAITMOHHON UHQPACTPYKTYPHI, KOTOpBIC HE 3aTparuBaroT
(GYHKIIMOHUPOBaHUE O0BEKTOB KPUTUYECKOW MH(POPMALMOHHON HHPPACTPYKTYPhI
WK QYHKIIMOHAJI, CBSI3aHHBIN ¢ oOecnieueHrneM HHGOPMAIIMOHHON 0€30MacHOCTH;

KOHTPOJISI YCTPAaHEHHUs HEJOCTAaTKOB, BBISIBICHHBIX IPH TECTUPOBAHUU
00beKTOB  MH(POpPMAIMOHHOW  HMHPPACTPYKTYpbl HA  NPOHUKHOBEHHE  C

IMPUBJICUYCHUCM CTOpOHHCﬁ opraHu3aluvu.
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42. B cayuae ecnaum opraHuzanus (UHAHCOBOTO PHIHKA TPUHUMAET
pEeIlIeHrne O CaMOCTOSATEIHHOM MPOBEACHUN TECTUPOBAHUSA HAa NMPOHUKHOBEHUE W
a”anmsa YSA3BUMOCTEN HH(pOPMAITMOHHOM 0e30MacHOCTH 00BEKTOB
uH(OPMAIIMOHHOW HMH(PPACTPYKTYpbl, B OpraHu3alud (UHAHCOBOTO pPHIHKA
PEKOMEHyeTCsl  BBIJICIUTh OTACNBHOE CTPYKTYPHOE TMOApA3/AC/ICHUE WIH
HE0OX0IMMOE KOJIMYECTBO PAOOTHHUKOB B IITATE, HA KOTOPHIX OYIyT BO3JIOKECHBI
(YHKIIMM TI0O TECTUPOBAHMIO HAa TPOHUKHOBEHHE U aHAIM3Y YSA3BHUMOCTEH
nH(OPMAITMOHHON O€30MTaCHOCTH 00BEKTOB WH()OPMAITMOHHONW HH(PPACTPYKTYPHI.

4.3. He pekoMeHIyeTcsi BO3Jararb Ha CTPYKTYpHOE TOJIpa3JeieHue H
PabOTHHUKOB, YKa3aHHBIX B MyHKTE 4.2 HACTOAIUX METOMMUECKUX PEKOMCH A
banka Poccum, ¢ynkmum mo obecnedeHuto WHGOPMAIMOHHONW O0€30MacHOCTH
00BbeKTOB  MHGOPMAIIMOHHOW HUH(PPACTPYKTYpbl, B OTHOIICHHH KOTOPBIX
IUTAHUPYETCS.  MPOBEJACHHWE TECTUPOBAHMA Ha MNPOHUKHOBEHHE OOBEKTOB
uHGOPMAITMOHHON HHOPACTPYKTYPHI.

4.4. na CaMOCTOSITEIIBHOTO IIPOBECHUS TECTUPOBAHUS Ha
NPOHUKHOBEHUE M aHalu3a YSI3BUMOCTEH HHQPOPMAIMOHHON Oe30macHoCTH
00BEKTOB HMH(POPMALMOHHON HHPPACTPYKTYPbl OpraHu3anusM (UHAHCOBOTO
pPBIHKa PEKOMEHYeTCsS Ha3HAYUTh HE MEHEE JBYX paOOTHUKOB, UMEIOIINX OIBIT B
NPOBEICHUH TECTHPOBAHUS Ha TPOHUKHOBEHHWE W aHalW3a YSI3BUMOCTEH
UHPOPMAITMOHHOK 0€30MacHOCTH 00BEKTOB WH(GOPMAIMOHHONW WHPPACTPYKTYPHI
HE MeEHee 3 JeT, M €XEeroJHO HamNpaBlsATh HA3HAYCHHBIX pPAOOTHUKOB Ha
MIPOXO’K/ICHNE KyPCOB MOBBIIIEHUS KBAIU(PHUKAIIMY IO HATTPABJICHHUIO TECTUPOBAHUS
Ha TPOHMKHOBEHHWE WM aHAIM3a YSI3BUMOCTEH WH(MOpMalnnOHHOW Oe30MacHOCTH
00BeKTOB HMH(POPMAIMOHHON WHOPACTPYKTYpPhl B OpraHu3anuu (HUHAHCOBOTO
ppiHKa. DyHKIMM TIO  TECTUPOBAHUIO HA  TMPOHUKHOBEHHE  OOBEKTOB
UHPOPMAITMOHHON HHPPACTPYKTYPHI PEKOMEHIYETCS ONPEISIUTD B TOMKHOCTHBIX
periiaMeHTax (MHCTPYKIHSIX) paOOTHUKOB.

4.5. Opranuzanusm (UHAHCOBOTO PhIHKA HE PEKOMEHIYETCsl MPUBIEKATh
3aMHTEPECOBAHHBIX PAOOTHUKOB (pa3paOOTUYNKH, BIaAEIbIbI, aAMUHUCTPATOPHI U

aAMUHUCTPATOPHI UHPOPMALIMOHHON 0€30MacHOCTU OOBEKTOB MHMOPMAIMOHHOU
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UHPPACTPYKTYpPHI, MOUICKAIIMX TECTUPOBAHUIO HAa NPOHUKHOBEHHE U aHAIIU3Y
yS3BUMOCTEM HMH(POPMALMOHHON 0€30MacHOCTH OO0BEKTOB HMH(MOPMAIMOHHOU
UH(PACTPYKTYphl) K TECTUPOBAHUIO HAa MPOHUKHOBEHUE U aHAINU3Y YSI3BHUMOCTEN

nH(popMaMoHHOM 0€301acHOCTH 00BEKTOB HH(POPMAITMOHHON HHOPACTPYKTYPHI.

['maBa 5. PexoMeHaanuM 1O MNPOBEICHUI0O TECTUPOBAHHMSA  HA
INPOHUKHOBEHHE M  aHAJIM3a yA3BUMOCTell  HMHPOPMALMOHHOM
0e30macHOCTH 00beKTOB HHGPOPMAUMOHHONW HHPPACTPYKTYpPbI €
NpHUBJIeYeHMEeM CTOPOHHEN OpraHu3auuu

5.1. Jlns mpoBeneHUss TECTUPOBAHMS Ha IPOHUKHOBEHHWE M aHalIM3a
yS3BUMOCTEM HMH(POPMALIMOHHON ©0€30MacHOCTH OOBEKTOB HWH(OPMAIMOHHOU
UHQPACTPYKTYpPhl CTOPOHHEH OpraHu3alMeidl peKOMEHIyeTcs IpHUBJIEKaThb Ha
JIOTOBOPHOM OCHOBE CTOPOHHHME OpPraHU3AlMM, COOTBETCTBYIOIIME CIEAYIOLIUM
KPUTEPUSIM:

HaJIWYUE Yy CTOPOHHEH oOpraHu3aluu JEHCTBYIOIIEW JIMIIEH3UMM Ha
OCYLIECTBJIEHUE JEATEIBHOCTH MO TEXHUYECKOM 3allluTe KOH(PUACHIMAIbHOU
uHGOpMaIUU I OKa3aHUs yCIIyT, IPEAyCMOTPEHHBIX MOIMYHKTOM «0» MyHKTa 4
[TonoxeHuss o0 JUIEH3UPOBAHUU JEATEIBHOCTH IO TEXHUYECKOM 3alluTe
KOHUACHIINATBLHON uH(pOopMaIu, YTBEP>KJIEHHOTO NIOCTAaHOBJICHUEM
[IpaButenscTtBa Poccuiickoit ®eneparuun ot 3 despans 2012 roma Ne 79
«O NUIEH3UPOBAHUU JIEATEILHOCTH M0 TEXHUYECKOM 3aluTe KOH(DUICHINATBHON
uHbOpMaITUNY;

HaJINYME ONbITAa paOdOTHI IO IPOBEACHUIO TECTUPOBAHUS HA IPOHUKHOBEHHUE
00BEKTOB MH(POPMALIMOHHOW HMH(PPACTPYKTYphl HE MEHEE 3 JIeT B OpraHU3alusax
(MHAHCOBOT'O PHIHKA, TOATBEPAKACHHOTO HE MEHEE YEM TPEMS COOTBETCTBYIOLIUMU
3aBEPILIEHHBIMU JOTOBOPAaMH (KOHTPAKTaMHU, COTJIAIICHUSIMU );

HaJU4Me TMOATBEPKJIECHHOIO OMNbITa IMPOBEIEHUS TECTUPOBAHUS Ha
IPOHUKHOBEHUE O00BEKTOB MH(POPMALIMOHHOW MHDPACTPYKTYphl Y HPUBIEKAEMbIX
CHELHUATUCTOB CTOPOHHEW OpraHu3aluu He MeHee 3 JIeT.

5.2. B poroBopax Ha MpoBeA€HHE padOT PEKOMEHAYETCS yKa3bIBaTh, UTO

MMPOBCACHUC TCCTUPOBAHWA HA IMPOHHKHOBCHHC UM aHAJIM3ad y}ISBI/IMOCTeﬁ
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uH(OPMAITMOHHON 0€30MacCHOCTH O0BEKTOB MH(POPMAIMOHHON HHPPACTPYKTYPHI
JOJKHO COOTBETCTBOBAaTh TPEOOBaHUSIM HOPMATUBHBIX akToB banka Poccun,
yKa3aHHbIX B yHKTE 1.1 HacTosmmx Metoanyeckux pekomenaanuii banka Poccun.

5.3. Opra#uzanusaM (PUHAHCOBOTO pPHIHKA PEKOMEHIYETCS 00ecreunTh
HAXO0XJEHUE CHEUUATUCTOB CTOPOHHEH OpraHu3allid M aBTOMAaTHU3MPOBAHHBIX
CPEIICTB, HCIIONB3YEMBIX JUISl NPOBEAEHUS TECTUPOBAHMS HA IPOHUKHOBEHHE U
aHaiamu3a ySI3BUMOCTEH UH(OPMAIMOHHON 0e30macHOCTH 00BEKTOB
nHPOpMaIMOHHON HHPPACTPYKTYphl, Ha Tepputopun Poccuiickoit denepannu npu
NPOBEJECHUHA TECTUPOBAHUS HA MPOHUKHOBEHHE W aHalIu3a YsI3BUMOCTEH
nH(pOopMaIMOHHOM 0€30MacCHOCTH 0OBEKTOB UH(POPMAITMOHHON HHDPACTPYKTYPHI.

5.4. OpranuzanusM (pUHAHCOBOTO pPHIHKA PEKOMEHAYETCS JOIMYyCKaTh K
IIPOBEJICHUIO TECTUPOBAHMS HA MPOHUKHOBEHHE OOBEKTOB HWH(MOPMAIMOHHOU
UH(PACTPYKTYpPhI CHELIUATHCTOB CTOPOHHEN OpraHu3aliy, KOTOpbIe HE MPUHUMAIIN
ydacTusi Ha cTaausx (OpMHUpPOBaHUS TPEOOBAaHUN K CHUCTEME 3allUThl OOBHEKTOB
UH(OPMAIMOHHOW HHQPACTPYKTYphl, MPOCKTUPOBAHMS, BHEAPEHUS U OIEHKU

COOTBETCTBUS CHCTEMBI 3aIIUTHI 00bEKTOB HH()OPMALIMOHHON HH(PPACTPYKTYPHI.

I'naBa 6. HNudopmupoBanme banka Poccum o0  pesyabrarax
NPOBEACHUS TECTHPOBAHMS HAa IPOHMKHOBEHHE W  aHaJIU3a
YA3BUMOCTEH HH(POPMALMOHHOH 0e30macHOCTH 00bEKTOB
UH(POPMALTMOHHOM HH(PACTPYKTYPbI

6.1. OpraamzanusaM (UHAHCOBOTO PHIHKA PEKOMEHIYyeTCs O0ecredynBaTh
PETUCTPALMIO HMHUUACHTOB 3aIIMThl MH(OPMALIMK, CBS3aHHBIX C IPOBEICHUEM
TECTUPOBAHUS HA MPOHMKHOBEHWE M aHajiu3a YSI3BUMOCTEW WH(OPMAIMOHHOU
06e30macHOCTU 00bEKTOB HHPOPMAIIMOHHON HHPPACTPYKTYPHI.

6.2. Opra#auzauusM  (UHAHCOBOTO  pBbIHKA,  KOTOpbIE  JOJDKHBI
uH(popmupoBatb baHk Poccum O BBIBIEHHBIX WHUUJEHTAaX B COOTBETCTBUU
C HOpMaTHBHBIMM akTamu banka Poccuu, ykasaHHeIMM B IyHKTE 1.1 Hacrosmmx
Meroanueckux pekomennauuii banka Poccum, pexomenayercs MHGOpPMHPOBATH
bank Poccum 0 BBIIBIEHHBIX B paMKax IIPOBEACHHS  TECTHUPOBAHUS

Ha TIPOHHKHOBCHHUC MW AaHAJIHN3a YHSBHMOCTCﬁ I/IH(i)OpMaHI/IOHHOfI 0e30macHOCTH
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00BbeKTOB MH(OPMAITMOHHON HHPPACTPYKTYPHI MHIIMICHTAX 3aIlUTH HH(POpMAIIUH,
BKJIIOYEHHBIX B TE€peYeHb THUIIOB HMHIIUACHTOB, COIJIACOBAaHHBIN ¢ (enepaabHbIM
OpraHOM HWCTIOJHUTEIHHOW BIIACTH, YMOJHOMOYEHHBIM B 00JacTH oOecreueHus
Oe3omacHOCTH, U pa3merniaemblii bankom Poccun Ha odunManbHOM caldTe B CETH
«HTEepHeT», a TaKkkKe O TMPUYMHAX BO3HUKHOBEHUS WHIUMJCHTA 3alllUThI
uHGOpMAITNH, MPUHATHIX MEPax U MPOBEIECHHBIX MEPOTIPUITHSIX 110 PearuPOBAHUIO
Ha MHIMJACHT 3alUThl HH()OpMaIHu.

6.3. KpenutHbim OpraHu3alusiM, HEKPEAUTHBIM (bHUHAHCOBBIM
OpraHu3alusM M CyObEeKTaM HAI[MOHAJIbHON TIUIaTeKHOM CHCTEMBl B IIEJISIX
uHpopmupoBanusi banka Poccurm O BBIBICHHBIX HWHIMJCHTAX  3alllUThHI
uH(OpPMAITUU PEKOMEHIYETCSI pYKOBOJICTBOBATHCS MOPSIIKOM, a TaKKE CPOKAMH U
dbopMamu B3auMOEICTBUS opraHu3anuii puHaHcoBoro peiHka ¢ bankom Poccuu,
onpeneneHubiMu  ctanaaprom  banmka Poccum CTO BP  B®BO-1.5-2023
«be3omnacHocTh PrHAHCOBBIX (0AaHKOBCKHX) OTiepariuii. Y mpaBieHUe WHIIUIEHTAMHU,
CBSI3aHHBIMM C peanu3alnueld HHQOPMAIIMOHHBIX yIPO3, U HHIHACHTaAMU
onepannoHHO# HagexHocTu. O hopmax u cpokax B3ammojercTBus banka Poccun
C KpPEJIMTHBIMHU OpraHU3aIUsIMU, HEKPEIUTHBIMU (PMHAHCOBBIMHM OPTaHU3ALMIMU U
CyObEeKTaMH HAllMOHAJLHOW IUIATEKHOM CUCTEMBI MPU BBISIBICHUU WHIUJECHTOB,
CBSI3aHHBIX C peanu3anreil HHHOPMAITMOHHBIX YTPO3, U UHIIUICHTOB ONIEPAIMOHHON
HAJIEKHOCTH», KOTOPBIN pa3MellleH Ha opulraibHOM caiite banka Poccuu B cetn
«Uutepuer» B pasgene «MHpopmammonHas 6e30macHOCTH» (MO ajpecy
http://www.cbr.ru/information_security/).

6.4. Ilpu undopmupoBanuu banka Poccun opranuzanusm (UHAHCOBOTO
pPBIHKA PEKOMEHAYETCSI OTpa)kaTh CBA3aHHOCTH BBISABICHHBIX WHIIHUJICHTOB 3aIIUTHI
uH(poOpMaIlM C TPOBEJICHUEM TECTUPOBAaHUS HA MPOHUKHOBEHUE U aHAIM3a

yS3BUMOCTEH HMH(POPMALMOHHON ©0€30MacHOCTH OOBEKTOB HWH(OPMAIMOHHON

UHOPACTPYKTYPHIL.


http://www.cbr.ru/information_security/
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I'maBa 7. 3akiauuTeIbHBIE MOJOKEHUNA

7.1.  Hacrosimue Meroauueckue pekoMeHaanuu banka Poccun nmoayiexar
onyonukoBaHuio B «BectHuke banka Poccum» u pazmenieHuio Ha ouiraibHOM

canre banka Poccuu B cetn «HTEpHET.

IIpencenarens banka Poccun 3.C. Habuymiuna



20

[Ipunoxenue

K Meroauueckum pexkoMeHaanusM banka
Poccun o npoBeeHUI0 TECTUPOBaHUS Ha
IPOHUKHOBEHHUE U aHAJIN3a YA3BUMOCTEN
nH(pOpMaIIMOHHOM 0€30IaCHOCTH
00BEKTOB HHPOPMALIMOHHOM
UH(PACTPYKTYphl OpraHu3anui
(bMHAHCOBOTO pPbIHKA

Pexomenoyemas ¢oopma

OT4er mo pe3ysbTaTaM TeCTUPOBAHUS HA TPOHUKHOBEHUE M aHAIIA3A
YSA3BUMOCTEH HH(POPMAIIMOHHOHN 6€30macHOCTH 00bEKTOB HH(POPMAITMOHHON

UHPPACTPYKTYPHI
<HaumeHoBaHuE opraHu3aluy (PUHAHCOBOTO pPhIHKA™>

1. Pa3znen «O0mue nonoxeHus»:

OIIICaHHNE 00OBEKTA OICHKU,

oO11ee onucaHue NPOBOJAUMBIX padoT;

TEXHOJIOTUYECKUE YUACTKHU;

KpaTKOE OIKMCAaHUE PE3YJIbTaTOB TECTUPOBAHMS HA IPOHUKHOBEHUE 1 aHAIN3a
yS3BUMOCTEH HMH(MOPMAIIMOHHOW 0€30IacHOCTH O00BEKTOB HH(DOPMAIIMOHHOM
UHOPACTPYKTYPHI;

Nepuoj TPOBEACHUS TECTHUPOBAHUS Ha TMPOHMKHOBEHHE OOBEKTOB
UH(OPMAIMOHHON UH(PACTPYKTYPHI;

PEKBU3UTHI CTOPOH;

®.N1.0. U NOMKHOCTH HCHOJHUTENEH TECTUPOBAHUS HA IMPOHUKHOBEHUE
00BEKTOB HH(POPMAITMOHHON UH(PPACTPYKTYPHI;

CBEACHMsSI OO0 YYETHBIX 3alMCIX U HX POJSAX, NPEAOCTaBICHHBIX IS
IPOBEJCHUS] TECTUPOBAaHUS Ha IPOHUKHOBEHHE OOBEKTOB HH()OPMALMOHHON
UHOPACTPYKTYPHI (TTPU HATHYWN );

NOMOJHUTENbHAs ~HMHPOpMalusd, NPEeIOoCTaBICHHAs i1  IPOBEICHHUS
TECTUPOBAHUS HAa MPOHUKHOBEHHE 00BEKTOB MH(OPMAIIMOHHON HH(DPACTPYKTYPHI;

ONMKCaHWe TMOTEHLHala HapywmuTenas Oe3omacHOCTH HH(OpMauuu B
COOTBETCTBUH C MOJIEIIBIO YTpo3 0€3011acHOCTH UH(POpMALUY;

OTIpe/IeJIEHUE HETaTUBHBIX MOCIEICTBUN U (MJIM) HEJOMYCTUMBIX COOBITHH,
KOTOpBIE MOTYT OBITh peaIn30BaHbl B CIyyae SKCIUTyaTalluM ysI3BUMOCTEH;

nepeyeHb OOBEKTOB JOCTyNa, B OTHOLIEHUH KOTOPBIX BO3MOXKEH
HECAaHKIIMOHUPOBAHHBIN JIOCTYII C UCIIOJIb30BAHUEM BBISIBIICHHBIX YS3BUMOCTEN;
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BUIbl TECTUPOBAHUS HA MPOHUKHOBEHHE OOBEKTOB HH(POPMAIMOHHON
UHOPACTPYKTYPHl C yKa3aHUEM TECTUPYEMBIX OOBEKTOB WHMOOPMAIMOHHON
UH(PACTPYKTYpBHI;

onucaHue 00JaCTH UCKIIIOUEHUI TECTUPOBAHUS HA IPOHUKHOBEHHE OOBEKTOB
UH(OPMAIIMOHHOW HH(PACTPYKTYypbl WM CBEIECHHUS OO0 OTCYTCTBUU TaKHX
UCKJTIOUCHHUH, a TaK)Ke MIPUUMUHBI UCKIIOUEHUS 3TOU 00J1acTH.

2. Pa3nen «Mertomonorust npoBeAeHUs TECTUPOBAHUS HAa IPOHUKHOBEHUE
00BEKTOB HHPOPMAITMOHHON HHPPACTPYKTYPHI»:

ONMHCaHWE CTaAMi TECTUPOBAHMA HA  NPOHUKHOBEHHE  OOBEKTOB
UH(OPMAIMOHHON UH(PACTPYKTYpPHI B COOTBETCTBUH
c 'OCT P 58143-2018;

OMKCAaHHUE YCIOBUN U 00OOLIEHHBIX PE3yIbTAaTOB IPOBEACHUS TECTUPOBAHUS
Ha POHUKHOBEHHE 0OBEKTOB MHPOPMALITMOHHON UHPPACTPYKTYPBHI.

3. Paznen «Onucanue BBISIBICHHBIX YSI3BUMOCTEN:

oOmuii mepeyeHb BBISIBIICHHBIX YSI3BUMOCTEH U UX OMTUCAHUE B COOTBETCTBHH
¢ HauuMoHanbHbIM cta”napToM Poccuiickoir @epepaunn ['OCT P 56545-2015
«3amura wuHDOpManMu. YA3BUMOCTH HH(POpPMAIMOHHBIX cucTeM. [lpaBuna
OIMCAHUS YA3BUMOCTEN»;

UCIIOJIb30BAaHHBIM HMHCTPYMEHTApUil TECTHUPOBAHUS HAa MNPOHUKHOBEHHE
00BEKTOB HH(POPMAITMOHHON UH(PPACTPYKTYPHI;

[P-anpec oOwbekTta ckanupoBaHusi, DNS-umsa (mpu Haiuuuu) U Jr00as
JIOTIOJTHUTENbHAs WHGOPMAITUs, MO3BOJSIONAsS OJHO3HAYHO HICHTU(DUIIMPOBATH
00BEKTHI HHYOPMALIMOHHON MHGPACTPYKTYPHI WIH UX aHATTU3UPYEMYIO YacTh.

4. Paznen «Okcruryaranus ysi3BUMOCTEN»:

ONKMCAaHUE HCIOJIb30BaHUs IIA0JOHOB aTak, BKJIOYas aJlropuT™ I1alJoHa,
HOJITBEPKJAIOIIEE BO3MOXKHOCTb HKCIUTYaTalliH BBISBICHHBIX YSI3BUMOCTEH;

JaTa v BpeMsl UCTIOJIb30BaHUsI I1A0JIOHOB aTak;

OMHCaHWE HETAaTUBHBIX MNOCIHEACTBUM U (WJIM) HEIOMYCTUMBIX COOBITHH,
KOTOPBIE MOT'YT IPOU30MTH IPU YCIEIIHON PEATN3aLliH BbISBICHHBIX YSI3BUMOCTEN.

3. Pa3znen «PexomeHmanuu 1o yCTpaHEHUIO:
ONMCAHUE YSA3BUMOCTEN C YKa3aHUEM UX KPUTUYHOCTH;
PEKOMEHAAIMH 10 YCTPAHEHUIO YA3BUMOCTEM.



